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Abstract

The Measurement Lab (M-Lab) Network Diagnostic Tool (NDT) dataset provides
Internet measurements and presents them in an aggregated form in their database. For
this thesis, we explored how M-Lab data is sampled and found that the sampling is
not done distribution preserving and, therefore, introduces problems for data analysis
based on the NDT data. Since M-Lab captures data on the server-side, one aspect the
data does not contain is information on the client-side congestion control algorithm.
While the expectation based on previous work is that most clients on the Internet use
Cubic congestion control, we were unable to find a set of signals on the data that would
allow inferring client-side congestion control. Inference by comparing throughput
graphs, statistical analysis of RTT smoothness and packet loss estimations did not work
well enough to make reliable predictions on their own. However, it could provide
valuable insights when provided with additional data.
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1 Introduction

1.1 Motivation

The Internet is a global communication network that has become ubiquitous in everyday
life [41, 47]. However, understanding its specific intricacies and how things work within
this black box of a network can be tricky. Different parts of the Internet belong to
different organizations, different autonomous systems have different characteristics,
and each and every device on the Internet might be different. Improving the network,
its performance and its stability can only work if we take careful measurements and
evaluate them. One such evaluation is being done in this thesis. For that, we use data
from the M-Lab program, which takes worldwide network measurements with their
NDT speed test protocol. While most crowdsourced internet speed measurements
do not publicly make their data available, M-lab is a rare exception. However, even
though M-Lab can provide a comprehensive data set due to its integration with Google
Search, the dataset has both methodological and data quality aspects that may need
improvement.

This thesis will look at the data in two different ways. In the first half of the thesis, we
will take the data as mere values, and in the second half, we will look at the meaning
within the data. The reason for that lies in how the M-Lab stores their data. They
sample and preprocess it and present these sampled and preprocessed data parts. Our
goal in the first half is to examine these sampled and preprocessed data views and
compare them to each other to infer information about the sampling processes as well
as the way the data is saved. We will look at specific common problems that datasets
have, like duplicates and other mismatches, but also at more sophisticated comparisons
like comparing the statistical distributions of values like Round-Trip-Time (RTT)s and
Sender-Congestion-Window (SndCwnd) to find out problems or patterns within these
sampling processes of the M-Lab project. In the second half of the thesis, we will
use the data with their actual meaning and use them to infer information about the
connection between client and server. We are mainly interested in two aspects. The
first one is that we want to infer information about the behaviour of the connection.
How it starts and ends, but also what limits the data flow. In the later part, we will
then concern ourselves with the congestion control algorithm (CCA) that was used for
sending the data. We know the CCA of the server, but finding ways to infer information
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about the CCA of the client can be very difficult and exploring ways we could achieve
that is the goal of the last section.

1.2 Research Questions

RQ 1:

RQ 2:

RQ 3:

How is Measurement Lab sampling the speed test data and is the sampled data
suitable for analysis?

When sampling data, it is essential to sample them in a distribution-preserving
way. Otherwise, test results based on the data could be flawed. Testing whether
this is done correctly and whether we have problems with the samples, like
duplicates, length differences, or other problems, is going to be part of answering
this question.

Is the speed test running into transport or application layer limitations?

The behavior of the connection can give us valuable information about the
quality of the speed test results and gives context to the data we see. Having
the connections limited might undermine the quality of the results and the
corresponding data or pose problems for the general testing methodology.

Does the data contain hints of congestion control mechanisms that could be used
to uniquely identify the client-side congestion control algorithm?

Inference on congestion control algorithms can already be quite challenging with
sender-sided data, but here, we try to infer a congestion control algorithm based
on receiver-side data. Testing whether we can do this in general and especially
with the data at hand from the M-Lab project is necessary to answer this question.

1.3 Contributions

In this thesis, the main emphasis lies on analyzing the available data and exploring ways
to use it. We developed a data pipeline for efficient data retrieval and preprocessing.
For the analysis of the data quality, we used statistical measures to compare different
datasets and were able to identify differences, such as duplicates or samples that were
too short. We programmed queries to get information about the limitations of the
speed tests and evaluated them for connection behaviour. We devised three methods to
infer information about the client-side congestion control algorithm. All three of them
did not work for us, but they can provide helpful information for future research.




1 Introduction

1.4 Outline

In the following chapters, we present the findings of our analysis and go through the
things we found to answer the research questions. We will start in the next chapter by
presenting related work with similar or related research, comparing and differentiating
our approach from theirs. After a background section discussing prior knowledge
necessary to understand the analysis process, we will start with the statistical analysis
of the data sampling in Chapter 4. Later, in Chapter 5, we will look at the connection
behaviour and evaluate the data concerning its limitations. In the end, we will try
out three approaches for estimating congestion control in Chapter 6 before we draw
a general conclusion about the thesis and discuss possible future work in the final
chapter, Chapter 7.




2 Related Work

Various prior work analyzed and worked with congestion control and the M-Lab data.
In the following, we will look at other papers that did research related to these topics,
explain them, and differentiate them from our approach to clarify the context in which
this thesis was written.

2.1 Related Work for NDT Analysis

In the first half of this thesis, we will mainly concern ourselves with the quality of
the data, especially the data sampling process of the M-Lab NDT dataset. Unlike the
congestion control part, where there is a lot of related work, we do not know of any
work related explicitly to the sampling of the M-Lab data. There are some papers where
the authors describe the M-Lab project as well as the data like the one by Phillipa Gil et
al. [14] or the one by Constantine Dovrolis et al. [12] where the authors also explain
the bias that can be found in the data. However, specific testing with statistical tests
for the quality of the M-Lab sampling process like we do are not included. There is
a paper comparing the NDT data with the Ookla speed test data by Kyle Macmillan
et al. [24] that uses statistical tests and tests various aspects of the data like daytime
influence, client accuracy depending on the used device and the measured speed of
the speed test, which we do not test for. However, this paper uses a different testing
methodology than we do, as they let the NDT and Ookla client and server code run on
local machines to conduct their tests. Other than that, there are also papers that try to
provide context to the data. One example of this is the paper written by Udit Paul et al.
[43] that presents the NDT data contextualized with technical data like access link type
or device type, while the paper "Characterizing Internet Access and Quality Inequities
in California M-Lab Measurements" also by Udit Paul et al. [42] contextualizes the NDT
data with geographic and demographic data as well as considerations for Covid19. All
of these approaches use the NDT data without testing the sampling process in the data
itself. While we do not contextualize the NDT data with external data, we combine
different data views from the NDT dataset to test the different data views with and
against each other.
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2.2 Congestion Control Related Work

In the later part of the thesis, we will explore possibilities for inferring the clients
CCA from server-side data from the M-Lab NDT dataset. So, we generally try to find
the senders CCA based on receiver-side captured data. Inference on CCAs is nothing
new in Internet and network research. Two recent tools for CCA identification are
the CCAnalyzer by Ranysha Ware et. al.[54] and Nebby by Ayush Mishra et al. [38].
Both of them can identify even the new BBR algorithm and perform exceptionally
well on the global Internet. For this, the CCAnalyzer uses a middlebox that artificially
creates a bottleneck where measurements can happen. Nebby uses a testing point,
where artificial delay is brought into the data transfer to measure the sender’s reaction.
However, as both of them need some kind of middlebox during the testing process,
both of these approaches describe a fundamentally different scenario than what we
have because our data comes from crowd-sourced tests that already happened based
on the M-Lab infrastructure that we can not change. Therefore, both of these tools
try to do the same as we do but fundamentally differ from the approaches we would
need to take. Nevertheless, there are also approaches for CC analysis based on M-Lab
data. The paper "TCP Congestion Signatures" by Srikanth Sundaresan et al. [48] uses
the RTT values from the M-Lab NDT dataset to analyze and identify CCAs similar to
what we will do in section 6.3. Unlike this thesis, the paper by Srikanth Sundaresan et
al. trains a machine learning model based on a decision tree classifier while we rely
on simpler but better explainable statistical tests. Another paper, also written by by
Srikanth Sundaresan et al. [49], also uses the M-Lab data, but instead of trying to infer
the congestion control algorithm, they try to infer congestion in the network and at
the interconnection points between ISPs. So even though there is research that deals
with the congestion found in the M-Lab data, this research either focuses on something
different or uses different methodologies and therefore differs significantly from our
approach.

So, in general, we try to provide novelty in our research by thoroughly testing
the M-Lab data’s sampling process before proceeding with the other analysis and by
statistical approaches to inference on sender-sided congestion control with receiver-side
data.




3 Background

The upcoming chapter will provide background information necessary or helpful for
understanding the subsequent chapters. We will start by looking at the M-lab project
and the NDT protocol as a general foundation for this paper. Afterwards, we will
describe and explain statistical tests and measures used in this thesis. In the last part of
this background section, we will provide some background about congestion control,
some commonly used algorithms and the way they work.

3.1 What are M-Lab and NDT?

The M-Lab is a non-profit open source project trying to make internet testing and its
data more accessible [27]. In 2008, a group of different researchers all identified the
same problems when trying to research the internet. They lacked proper, widespread
server infrastructure for testing, they lacked ways for collecting data together and
sharing it with each other, and they lacked resources to provide the collected data and
insights to policymakers and the general public [25]. Founded in 2009, M-Lab tries to
solve these problems. It has a widespread server infrastructure in dozens of countries
[29], performing measurements worldwide and saving them in Google Cloud Storage
and BigQuery to make them openly accessible to everyone. Nowadays, they are a
substantially big independent project with many different contributors and supporters
from civil organizations and educational institutions to private companies like Google,
Mozilla or Cloudflare, all of which have a relationship to the internet and are interested
in researching and improving it [34, 27]. According to their information, their database
now contains the largest open dataset about Internet performance [27]. Moreover, it
is fully open to the public and everyone interested. However, the data is limited by a
processing limit of 2TB per user per day.

To measure the speed of a connection M-Lab uses their NDT. A client trying to test
their internet speed gets the closest server assigned by the M-Lab and connects to it via
TCP connections. The server logs and measures the connection’s speed and sends them
in the end to the client to see and to the Google Cloud Storage to store. From there, it
will be processed further and then saved in a BigQuery database [27, 28, 22].
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3.2 Statistics and Testing

When working with data, statistical tests are a powerful tool to test hypotheses in a
mathematically provably way [50]. Because this thesis is about an analysis of data, a
reader will be confronted with the names of several different statistical tests. To make
understanding the following chapters easier, we want to explain the most important
statistical tests for this thesis.

3.2.1 Kolmogorov-Smirnov Test

The Kolmogorov-Smirnov (KS) test is one of the most important tests for this thesis,
as it lets us compare two samples and test the hypothesis that they are from the same
distribution. We will look at a geometrical intuition of where the test value comes from.
After conducting the test, we get two values, the D-value and the p-value. The p-value

is mathematically derived from the D-value and is the tool we will use to interpret the
results. However, to understand how the test generally works, we will look at how
the D-value is derived. This D-value is defined as the maximum absolute distance
of the cumulative distribution function (CDF). Every distribution has a probability
distribution function (PDF) and a CDF. The PDF is the function that plots for each
value how high its probability is. Upon taking the integral of it, one gets the CDF,
which describes for each value x how high the probability is to get a value of smaller or
equal x. This is also visualized in figure 3.1 for the normal distribution.

PDF of Normal Distribution CDF of Normal Distribution

Cumulative Probability

Figure 3.1: Illustration of PDF and CDE.

If we have two samples, we will get two PDFs and two CDFs. Out of these two CDFs,
we take the maximum absolute difference. This is visualized in figure 3.2.
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CDFs of Two Shifted Normal Distributions
PDFs of Two Shifted Normal Distributions with Kolmogorov-Smirnov Distance (D) Marked
0.40 — Normal(u=0, 0=1) 1.0} — Normal(u=0, 0=1)
Normal(=1, 0=1) Normal(=1, 0=1)
--- D=038

o
©

0.6

Cumulative Probability

Figure 3.2: Illustrations of KS test distance metric for two distributions.

The KS test is a great tool for comparing distributions as a whole as it takes not only
the form but also the shifting of data greatly into account. It is, therefore, rather robust
against outliers, which do not change the entire distribution. This can greatly help
when analysing unclean data. One drawback is that the KS test can have problems
with duplicate values as they might shift or change the entirety of the distribution and,
therefore, influence the results of the KS test [17, 11, 46].

3.2.2 Mann-Whiteney U Test

Similar to the KS test, the Mann-Whiteney U (MWU) test is used for comparing two
samples with each other, and it helps us to augment and support the results of the
KS test. Even though the MWU test does something similar to the KS test, it does
it in a different way, and just like before, we will not dive deep into the underlying
mathematics but instead get an intuition for how it works.

It does not use the PDF or CDF but instead a rank sum. Instead of looking at the
samples as distributions like in a CDF, it looks at them in a discrete way and assigns
rankings. The MWU test first combines the two datasets and sorts the combined set.
When sorted, each value gets a rank for its position in the sorted list. After assigning
the ranks, the values are separated again into their different samples. Now, if both
samples are from the same distribution, both of them should have approximately the
same amount of low-, middle- and high-ranking values on average. For both samples,
the sum of all of their ranks is computed and adjusted for the size of the sample.
This sum of ranks is then used in some complicated math to get to the p-value, but
essentially, this sum of ranks is the backbone of the MWU test.

In figure 3.3, we can see a coloured example to explain this visually. We start with
two samples, here in blue and orange and combine them. We sort the combined list
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Sample 1 Sample 2
[3,18,7,14,11] [4,15,16,8,10]

combine

<=

[3,18,7,14,11,4,15,16,8,10]

sort

<=

[3.4,7,8,10,11,14,15,16,18]

Rank

<=

12345 6 7 89 10
[3,4,7,8,10,11,14,15,16,18]

<

Split
Sample Ranks Ranksum
[3,18,7,14,11] 1,3,6,7,10 27
[4,15,16,8,10] 24589 28

Figure 3.3: Example for calculating the rank sum in the MWU test.
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and assign positioning ranks to the values. Afterwards, we split the samples again in
the original separation and sum up the ranks for each sample. This way, we get two
rank sums that are the basis for the MWU test to see how similar the samples are.

As the test reduces the samples to mere rank sums, it is impossible to infer where or
how they differ. However, because the complete samples get reduced to ranks and rank
sums, the test is robust against outliers. For our use case in the thesis, it will be used
together with the KS test to test samples for similarity [3, 10, 36].

3.2.3 Binomial Test

The binomial test is a tool for testing binary data. The binomial test tests that a specific
event comes with a fixed and given probability. A typical example of this would be a
fairness test for a coin. A coin is either "Head or Tail", and the probability for "Head"
is supposed to be 50% if it is a fair coin. After flipping the coins several times, we
can conduct a binomial test to determine how likely it is for the coin to be fair. The
binomial test is based on a short formula:

n

Pr(X =k) = <k> pra—p*

where k is how often our event happened, so how often we got "Head", n is how often
we flipped the coin in total, and p is the probability we expect under a true hypothesis;
in the case of a fair coin, this is 0.5. With this formula, we get the probability of the
event happening k-times. By summing up over different k, we can get the probability of
having a result at least as extreme as k. This probability is what we use in the binomial
tests for decision-making. [45, 9, 40].

3.2.4 Shapiro Test

Testing for a normal distribution of data is often necessary, as many statistical tests
require normally distributed data for testing. Generally, there are two common ways
that normality is tested graphically and analytically. Graphically, we can look at data
and visually look for a bell curve in the plot, or we can directly plot it in a g-q graph and
look for a linear graph, which would indicate a normal distribution. Even though this
is a very reliable way of determining a normal distribution, it has scalability problems.
For augmenting the manual visual analysis and for better scalability, there is also a
way to test for normality analytically. The Shapiro test or Shapiro-Wilk test is one such
test for normality and is the test we will use in this thesis. It computes a so called
W-value based on a comparison of the sample values and the values we would expect

10
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if the sample was normally distributed and uses that to compute a p-value that we can
interpret just like the one of the other tests [18, 53].

3.2.5 Interpreting p-values correctly

As we are working with statistical tests, we will get a p-value as a result most of the time.
As with many other things in statistics, it is crucial to correctly interpret the p-value
to make sure not to make any wrong assumptions, especially because the p-value is
often used as the criteria for making decisions. When testing with a statistical test, we
usually have a null hypothesis. For example, two samples were both sampled from the
same population. When conducting a test, the resulting p-value is the probability of
seeing a result at least as extreme as the given one under the assumption of a true null
hypothesis. So when testing two concrete samples with a KS test, the resulting p-value
represents the probability of getting two samples that are at least as different as the
two given ones under the assumption that they are from the same population. If this
probability is very low, we can safely assume our assumption is wrong. This does not
mean that it really is wrong, but just that we see in the data evidence that made our
assumption very unlikely, so we reject it in favour of the alternative hypothesis. This
also does not mean that the alternative is right, just that we saw evidence in favour of it.
When using the p-value to make decisions, we rely on a significance value. This value
acts as a threshold, below which we reject the null hypothesis. Commonly used values
for this threshold are 0.01, 0.05, and 0.1, depending on the criticality of the application.
In our TCP data analysis, we will use a significance value of 0.1 and 0.05. Therefore,
any test with a p-value below 0.05 or 0.1, respectively, rejects the null hypothesis in
favour of the alternative.

3.2.6 Modality

Unimodal Distribution Bimodal Distribution Multimodal Distribution
0.200

04
04 ] 0175

L 1 0.150

0.3
0.3 0.125

ensity

0.100

0.075

0.050
0.1 0.1

0.025
0.0 0.0 0.000

-3 -2 - 0 1 2 3 . -3 -2 -1 0 1 2 4 -8 -6 -4 -2 0 2 4 6 8
Value Value Value

Figure 3.4: Example for unimodality, bimodality and multimodality.
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Modality in statistics refers to a characteristic within the data concerning its distribu-
tion. Data can often be found clustering around specific values. The number of these
bundles we have in the data is called modality. In easy terms, one could say that if we
have one bundle of data, it is unimodal; if it is two, it is bimodal; and if the data is
spread out in several clusters, it is called multimodal. An example of that can be seen
in figure 3.4.

3.2.7 Boxplots

A boxplot is a visualization tool that is designed to represent an different aspects of
a distribution in a straightforward manner. It consists of just three components: a
box, a red line within the box, and whiskers at the top and bottom. The box contains
the middle 50% of the values, while the whiskers extend to the largest and smallest
values, each containing the top and bottom 25% of the data. The red line represents
the median, the value that sits in the middle of the dataset with half of the data above
and half below. Any potential outliers that are significantly distant from the box are
shown as dots. In figure 3.5 is an example of a boxplot that plots the data that is just
the numbers from 2 to 12.

12
10}

Values

| Il

Figure 3.5: Example of an Boxplot.

3.3 Measures for Non-Statistical and Binary Data

Until now we covered how we can test and compare statistical data. The KS test uses
utilizes the CDF of distributions, the MWU test uses sorting and rank sums, but what if
that is not possible? Binary data for example we can neither rank nor can we compute

12
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a CDF for it. For data where this was the case we use in this theses four different ways
of comparing to samples. These four are the Hamming Distance, the Ovelap Match
percentage, the maximum cross correlation and the average sliding window correlation.
We will quickly go through them here so that they are clear for the rest of the thesis.

3.3.1 Hamming Distance

The Hamming Distance is a widely known metric in Computer science to compare
binary data. The general principal is very easy. Given two samples or two lengths of
equal lengths, we compare corresponding entries with each other. We compare the first
entry with the other lists first entry, the second entry with the other lists second entry
and so on. The number of unequal entries is the so called Hamming Distance [35, 15].

3.3.2 Overlap Match percentage

Overlap match percentage is a metric that compares corresponding entries in two
samples or lists. It compares the first element of /ist; with the first element of list, and
then the second element of list; with the second element of list; and so on. Every time
the two compared entries are identical, we have a match. The overlap match percentage
is just the percentage of these matches [6].

3.3.3 Maximum Cross Correlation

Until now we only looked at ways to compare two lists or samples as they are, we did
not consider that they might be shifted to each other. The maximum cross correlation
takes this into account. The correlation is a mathematical value we can compute for
two lists to determine how similar they are. With cross correlation we now try every
possible shift for one of the lists to see whether they get closer or not. The maximum
cross correlation is the maximum of all of these correlation values we get from the cross
correlation [7, 2, 8].

3.3.4 Average sliding window correlation

The previous methods all looked at comparing the entire lists with each other, but
sometimes we have lists that match insanely well for some parts and slightly bad for
other, but simply checking the entire list might lose this information. With the average
sliding window correlation we can check with a window just a small part of the list
and calculate a correlation. We do this for all of the possible placements of the window
and average them out. This way we get the average sliding window correlation [55, 52].

13
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3.4 Congestion Control

The word "congestion" in the modern world is often used to describe traffic jams. A
condition where too many people try to use a road with their cars, which results in no
one being able to get the result they expected: fast arrival. In the context of computer
networks and the internet, congestion happens if too many network packets are sent
via the same link, and the result is similar to traffic jams: everything gets slower. If the
congestion is very bad, we will even see packet loss, something that happens because
the capacities of buffers and memories are finite and limited. This was already a
problem in the very early days of the internet in the mid-1980s, so in the year 1988,
Van Jacobson, at that time a scientist at the University of California, published a paper
with the title "Congestion Avoidance and Control" that is the foundation of internet
congestion control up to this day [20]. Even though a lot has changed since the 1980s,
the general concept of congestion control remains the same; we try to detect congestion
on the network and adapt our sending rate to avoid congestion. Nowadays, two of the
main congestion control algorithms in use are Cubic, a representative of the loss-based
CCAs and BBR, a relatively new approach that brings many advantages with it. In the
following sections, we will describe what their most prominent characteristics are and
how they behave so we can distinguish them later in the thesis.
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3.4.1 Important Words and Phrases

Word Explanation

Packet A packet is a bundle of data that is sent via the network.

Acknowledgment An acknowledgment is a type of message that a receiver
gives a sender to signal that a packet successfully reached
them.

Acknowledgment The number sent with the acknowledgment to signal how

Number many bytes were received in total and what bytes are

expected next.

RTT (Round Trip Time)

The Round Trip Time is the time between sending a packet
and receiving the reply for the packet, i.e., the time for an
entire round.

BiF (Bytes in Flight)

The Bytes in Flight are the amount of bytes that are
currently sent but not yet acknowledged.

SndCwnd (Sender
Congestion Window)

The Sender Congestion Window is the maximum number
of bytes that can be in flight without knowingly risking
network congestion.

MSS (Maximum
Segment Size)

The Maximum Segment Size is the maximal size the
transport layer data and its payload can have.

ISP (Internet Service
Provider)

The company that provides peoples and companies with
their internet access and handles the upstream connectivity.

ECN (Explicit
Congestion
Notification)

An ECN is a bit that can be set in a pcket sent by a network
entity to inform a sender manually about the existence of
congestion without him having to infer by himself.

Pcap (Packet Capture)

A file in which the network packets of a connection can be
stored.

3.4.2 Loss-based and Cubic

Loss-based CCAs were among the first to be invented, with TCP Tahoe being invented
in 1988 and TCP Reno shortly after in 1990. The concept is generally straightforward: if
we detect loss, we reduce the SndCwnd, if not, we increase it. What sounds simple as a
concept becomes more difficult in practice. On the one hand, we want to use as much
bandwidth as possible as much of the time as possible so that we do not waste network
resources; on the other hand, we want to avoid network congestion as well as possible
to increase throughput. To do that, loss-based congestion control algorithms generally
divide the connection into two phases: a slow start and a congestion avoidance phase.
In the slow start phase, the sender exponentially increases the SndCwnd with each
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received acknowledgement until packet loss occurs to test out the available bandwidth
in the network. Once packet loss occurs, the SndCwnd is halved, and we continue with
the congestion avoidance phase. In this phase, we try to use as much bandwidth as
possible while avoiding congestion, so we increase the SndCwnd with every RTT a bit
to use potentially unused bandwidth, but not as extreme as in the slow start phase
because we want to avoid congestion. If packet loss eventually occurs in the congestion
avoidance, we will reduce the SndCwnd again abruptly and significantly before raising
it again slowly. This will result in a shark tooth pattern as visible in figure 3.6.

Shark Tooth Pattern of a TCP Reno Congestion Window

60
501

40

301

201

Congestion Window Size (cwnd)

10

Time

Figure 3.6: Common TCP Reno Cwnd development with shark tooth pattern [1].

One of the most common loss-based CCAs nowadays is TCP Cubic. Since 2006, it
has been the default CCA for the Linux kernel and is widely used on the Internet [4].
The most significant change for us from the aforementioned TCP Reno is it using cubic
functions instead of linear functions in the congestion avoidance phase. This helps
increasing the throughput and its ability to use unused bandwidth. Unlike Reno, Cubic
also keeps track of the last congestion event that happened and the SndCwnd at that
time, the Wmax, and only keeps rising until that point most of the time. It rises above
that point only sometimes to test out potential open bandwidth.

3.4.3 BBR

As loss-based CCAs rely on actual packet loss to react to congestion, they fill the
network buffers along the way to the brim until one packet gets lost. They operate,
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therefore, with full network buffers and high RTTs. This is not only bad for the
throughput but also increases latency. To avoid this, BBR uses an entirely different
approach, model-based congestion control [5]. Instead of waiting for packet loss to
happen, BBR tries to estimate the Bottleneck Bandwidth and the RTT and maximize
throughput while keeping RTTs low and buffers empty. How exactly it does that is not
important for this thesis. However, generally, one can say that BBR tries to estimate the
RTT and the bandwidth at the bottleneck of the connection and adjust the amount of
data in flight to operate as close to the optimum as possible. Therefore, we would not
see a shark tooth pattern in the throughput of a BBR connection.

3.5 Other Transport Layer Concepts

3.5.1 TCP Info and TCP storage in M-Lab

When connecting two entities on the internet, e.g. a server and a client, we often use
TCP. To function correctly, TCP collects and computes a lot of information about the
connection. This information is saved in the TCP info struct [21, 44, 37]. The M-Lab
NDT servers use TCP connections for the testing process and takes a snapshot every 10
milliseconds. These are afterwards thinned out by a factor of 10 to 1 while ensuring
the last one is always included [23] and used as the basis of the tcpinfo view in the
BigQuery database of the M-Lab project [23, 30, 33].

3.5.2 Receive Window Limitation

As we have different machines on the internet with different hardware and software
and, therefore, different capabilities when handling incoming data, ensuring that we
do not overwhelm a receiver is a crucial part of internet communication. To accomplish
that, both parties, in a connection, communicate their so-called receive window, which
is the maximum amount they can receive at a time. If the throughput and the sending
rate are artificially kept low by the sender in order not to exceed the receiver’s receive
window, we call the connection receive-window-limited (rwndlimited) [30, 21].

3.5.3 Application Limitation

When establishing a TCP connection between two parties, the data that is being sent
is often produced or handed down by the applications that run on a machine. If the
throughput and the sending rate of a sender is capped by not getting enough data to
sent by the application, we call this connection application-limited (applimited). This
can indicate that a connection is affected by a non-network related bottleneck [30, 21].
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In this part of the work, we will look at what data is stored by M-Lab, its quality and
the way it is being used and sampled. We look at different parts of the datasets where
the same information about the connections is stored and that contain samples, as well
as compare differently sampled data to infer information about the sampling.

4.1 The BigQuery Database and Its Different Views

After the raw test results are processed, the test results are saved in the BigQuery
database. In this section, we will have a closer look at this database, its views and the
data stored within it.

The M-Lab does many different tests, like NDT, Measurement Swiss Army Knive
(MSAK), Paris traceroute and other tests. As we will use the data from the NDT tests,
we will only look at the database parts connected to this test. We will only look at the
newest version, NDT7, and ignore the older protocol versions” data. In figure 4.1, there
is a schema of the important data views for this thesis.

In general, the NDT data is sorted into three different parts, ndt_raw, ndt_intermediate
and ndt. The ndt_raw folder contains unsampled, unfiltered and nearly unprocessed
data. It is supposed to mirror the raw pcap and test data as close as possible. The
ndt_intermediate contains the extended datasets. These contain each and every row
from the raw datasets in ndt_raw but are extended by additional information that the
M-Lab knows about the test, like metadata about the client and server or filter metrics,
like whether the test had completed or had any errors. The ndt folder contains filtered
data from the ndt_intermediate extended views using the filter metrics added to filter
out bad, defective tests and leave only ones that are supposed to have worked properly.

The main data we will analyze will be the ndt.ndt7 and the ndt.tcpinfo data views
[33, 32]. The extended views we will use for additional checks on whether a test is
valid. From the ndt_raw, we will only use the pcap view, which provides links to the
raw pcap files in the Google Cloud Storage (GCS).

The different views in ndt_raw, and ndt_intermediate are never sampled. They
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measurement-lab
|  ndt

t ndt7
tcpinfo

| ndt_intermediate
t extended_ndt7_downloads
extended_ndt7_uploads
| ndt_raw

chap

Figure 4.1: Directory tree of the BigQuery data views that are relevant for us.

contain the complete data. What is interesting, however, is the structure of the ndt7
view. It contains a "raw" section that includes TCP info snapshots. One would typically
imagine that the TCP info snapshots in the tcpinfo view are the same as the TCP info
snapshots that are in the raw section of the ndt7 view, but this is not the case. The same
speed test has two different samples of the TCP info snapshots. The quality of this
sampling and whether or not we can see any patterns or irregularities in this sampling
process will be the main topic of this chapter.

4.1.1 How Much Data Do We Have?

As we are limited to 2TB of data daily, we only used ndt7 and tcpinfo data from 01
December 2023. To ensure we still have enough data to run statistical tests we counted
them with a SQL query. The results can be seen in table 4.1. We have 14.7 million speed
tests in just that one day. This is large enough to prevent the risk of bias due to the
lack of data. More interesting are the numbers for download and upload tests. For
some reason, we do not have matching numbers. Even though we should have equal
amounts of upload and download tests, we see 8.4 million download tests and only 6.3
million upload tests. So we have more download than upload tests. However, this is no
problem for our analysis as we never rely on absolute numbers but rather fractions of
the data having a specific characteristic.

Table 4.1: Number of download and upload tests on 01 December 2023.

Type Number of tests
Total 14,709,944
Download 8,419,491
Upload 6,290,453
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4.2 The Google Cloud Storage and the Raw Pcap Files

The GCS is a Google service used for automatic and large-scale file saving and backup.
In the case of M-Lab, the GCS saves the raw and unprocessed data. Unlike the BigQuery
database, the GCS saves without redundancies or samplings, as this is simply used for
saving the raw data [31]. The raw data that is the most relevant for us is the collection
of raw packet captures. They are captured by the server while conducting the test. How
they are saved in the GCS, how we will preprocess them for the upcoming statistical
tests, and how much data we have are the topics of this section.

4.2.1 The Pcap Preprocessing Pipeline

To turn the pcaps into a format that is easily and efficiently machine readable for when
the actual statistical testing is done, we need to preprocess them.

When downloading the data from the GCS, we first get ".tar" files that combine
several pcaps compressed. The tar files usually consist of 30-250 pcap files (depending
on the size of the pcap files) that each represent one test. These need to be unpacked
tirst. After that, we filter out problematic tests that had errors or stopped early based on
the filter flags from the extended views in the BigQuery database. With this, roughly 40-
45 percent of tests get filtered out. The remaining packet captures get further processed
by the data pipeline. A Python script goes through the entire pcap files, separates the
"client to server" and the "server to client" packets from each other and saves for each
the acknowledgement numbers, the RTTs and the Bytes in Flight (BiF) as well as the
maximum RTT and BiF for each. It also computes the duration of the entire test based
on the time difference between the first and last packet. For better machine readability
and for saving space these get saved as a compromised parquet file for later processing
in the statistical testing pipeline.

4.2.2 How Much Pcap Data Do We Have

Regarding the raw packet captures, there is about 3TB of data for each day. This is
infeasible to process in this thesis. Instead, we focused on a representative sample of
the data. To ensure that we do not skew our results with a potential location bias,
we take a sample of 1GB of data from each server site to ensure that each location is
included in the analysis. As there are 71 server sites, this results in around 71GB.
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4.3 The Testing Process

As we saw in section 4.1, different parts of the M-Lab databases contain the same data
parts for the same speed tests. These are the TCP info snapshots that are saved as
different samples in the tcpinfo view and the raw section of the ndt7 view. When we
sample data, so when we take a smaller subset of data for each speed test, we have
to make sure to take a representative sample that does not destroy the distribution of
values. Whether the sampling is done, distribution preserving or not, how well this
is done, and what kind of patterns we can see are what we will try to test. So, in the
following, we will take the TCP info snapshots from both views and compare them
with statistical tests to infer information about the sampling process.

4.3.1 Choosing the Right Test

When choosing the right test for testing our data, there are a few things to consider.
These include the pairing of the data, the original distribution from which the samples
came, and the general goal we are trying to achieve by the test. Our goal is to compare
two samples with each other and see whether they came from the same distribution.
The data from the ndt7 view and the tcpinfo view are unpaired, and a test with a
Shapiro test revealed that the underlying data is not following a normal distribution.

So, we need a test that can compare two different datasets for their statistical dis-
tribution and handles unpaired data that is not normally distributed. With this in
mind, the best test for our use case is the so-called KS test. This test takes two samples,
calculates how different they are based on their CDF and tests the assumption that they
are sampled from the same population. It takes into account the overall distribution
and compares them, which makes it a good fit for our use case. In practice, it turned
out that making decisions based only on the KS test was difficult. So, to support this,
we can take the Mann-Whiteney-U test. This test also takes in two distributions and
tests them under the null hypothesis that they have the same distribution. Unlike the
KS test, the MWU test does not use the CDF but instead uses a rank sum of the dataset
to compare the central tendencies of the data. These tests together form the foundation
of our testing.

4.3.2 Structure of the Testing Pipeline

As discussed in the previous sections, the best tests for our use case are the KS test and
the MWU test. We have an array of values for each speed test from the ndt7 view and
one from the tcpinfo view, which we test against each other with the KS and MWU
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tests. The result will be a p-value for each of the speed tests. Each of these p-values gets
used to test the hypothesis of whether the two samples are similar in their distribution.
These decisions get aggregated by a binomial test to condense them to one p-value for
the general hypothesis that the entire sampling process was generally done distribution
preserving. This is also visualized in 4.2.

NDTRTT array ~ tepinfo RTT array p-value array

[123+5] [123,...] p-value 1

=
2
2
=)
g

234 [1,2,3,...] KS /MWU Test p-value 2

[1.2.3;...] [1,2,3,...]

=
4
K
é

A Test

p-value 3

[1,2.3....] 1,235 KS /MWU Test p-value 4

[ [.]

[ > [t | > Crr ]

[ [.]

KS/MWU Test

KS /MWU Test

KS /MW

KS/MWU Test

NAAAAARIAAAY

0000400000
HIH (R

Figure 4.2: Schema of the Testing Pipeline with the example of RTT measurements.

Do we need Correction terms?

In statistics, correction terms are an essential tool to ensure that tests give correct results
when e.g. data is too small, or assumptions do not always hold. In our case, we have
a pipeline consisting of several statistical tests, a case in which commonly correction
terms like the Bonferroni correction [16] are applied to ensure that the tests do not bloat
the false positive rate. Nevertheless, our pipeline is comparably small. We are doing
at maximum two tests in a row (either a KS test and then a binomial test, or a MWU
test and then a binomial test), which is so small that the impact on the false positive
rate should be marginal. As our test results are very clear and do not seem to have any
problems with a false positive rate, it was decided not to include a correction term [13].

4.3.3 Extra Tests for Applimited Testing

When testing the data that we have, we were always able to compute distributions and
compare them. A list of RTTs can start with low RTTs and have them increase over
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time as buffers might fill. However, for the applimited data, this is not the case. The
applimited data is just a list of ones and zeros. There is no distribution in it. This makes
it effectively impossible to use the tests we used before, the KS test and the MWU test,
to test this data. However, for binary data like this, there are other tests that we can
use. The general testing pipeline stays the same, the only thing we exchange is the
KS/MWU bracket in the schema 4.2 and exchange it with what we call a combined
similarity metric. We did, in general, different tests for the datasets and then weighted
them. We used the Hamming distance, the overlap match percentage, the maximum
cross correlation and the average sliding window correlation. The first two focus on the
match with the present data, while the second two also consider shifting in the data
that could otherwise skew the data. These four tests each give a value that is being
combined to get the combined similarity metric. This will then be used like a p-value
in the rest of the testing pipeline by the binomial test.

4.3.4 Interpreting the Test Results

In the following section, we will go over the test results and their implications. The
results are presented in tables with five columns, "Type", "Test", "Significance", "Rejection
Rate" and "p-value". The type represents what type of data was used; the Test and
Significance columns represent what test and significance level were used to test the
given data. The rejection rate column describes how many percent of the speed tests in
the data rejected the hypothesis that the ndt7 views data and the tcpinfo views data
have the same distribution. Finally, the p-value column contains the p-value based on
which we can evaluate the general hypothesis of the data sampling process that it is

done distribution preserving.

Table 4.2: RTT results KS.

Type Test Significance Rejection Rate p-value

all KS 0.05 6.33% 0.0
all KS 01 9.47% 1.0

In the first table, table 4.2, we can see the results for all of the test data, tested with the
KS test on two significance levels, 0.05 and 0.1. We can see that the p-value is 0.0 for the
tirst one and 1.0 for the second one, complete opposites. An identical test with identical
data on two significance levels can have different outcomes, but they should at least be
similar. Having the p-value completely turned is seldom. As the result contradicted
itself, the test was repeated with the MWU test.
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Table 4.3: RTT results KS and MWU.

Type Test Significance Rejection Rate p-value

all KS 0.05 6.33% 0.0

all KS 0.1 9.47% 1.0

all MWU 0.05 6.31% 0.0

all MWU 0.1 10.14% 0.02321300071353757

When including the same tests for the MWU test, we can see the results from table
4.3. For a significance of 0.5, we get the value of 0.0; for a 0.1 significance, we get
0.023. Both values are close to zero, so they are at least similar. However, with the
knowledge that this test rounds a value down to flat 0.0 only if the number is smaller
than ten to the power of -100, we know that they are still vastly different in magnitude.
Expecting that our data would not be skewed and our tests would work fine, we tried
partitioning the data to see whether there were subsets with different outcomes that
lead to contradicting results. Most partitions don’t give very meaningful data, but
partitioning the data into upload and download tests gives us the result visible in table

4.4.
Table 4.4: RTT results.

Type Test Significance Rejection Rate p-value
all KS 0.05 6.33% 0.0

all KS 0.1 9.47% 1.0

all MWU 0.05 6.31% 0.0

all MWU 0.1 10.14% 0.02321300071353757
download KS 0.05 2.84% 1.0
download KS 0.1 5.97% 1.0
download MWU 0.05 3.41% 1.0
download MWU 0.1 7.12% 1.0
upload KS 0.05 11.41% 0.0
upload KS 0.1 14.55% 0.0
upload MWU 0.05 10.53% 0.0
upload MWU 0.1 14.52% 0.0

We can see a clearer picture when separating the data into upload and download
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tests and evaluating them separately in table 4.4. The upload tests all have a p-value of
0.0, so they all get rejected. The download tests all get accepted with a p-value of 1.0.
So, we have a clear difference between the two subsets of the data, the upload and the
download tests. This marks the first result of this thesis, as we found mathematically
provable statistical evidence for differences in data regarding the upload/download
test type being saved. This is not just for RTT values, but also for the SndCwnd, as we
can see in table 4.5.

Table 4.5: SndCwnd results.

Type Test Significance Rejection Rate p-value
all KS 0.05 4.23% 1.0
all KS 0.1 5.84% 1.0
all MWU 0.05 7.64% 0.0
all MWU 0.1 11.74% 0.0
download KS 0.05 1.96% 1.0
download KS 0.1 3.77% 1.0
download MWU 0.05 3.61% 1.0
download MWU 0.1 7.64% 1.0
upload KS 0.05 7.53% 0.0
upload KS 0.1 8.86% 1.0
upload MWU 0.05 13.48% 0.0
upload MWU 0.1 17.69% 0.0

In table 4.5, we can again see the results for the same tests done with the SndCwnd.
We can see that when we take all of the data, downloads, and uploads together, we
have contradicting results again. This time, the KS and MWU tests contradict each
other in their p-values. Upon partitioning the data into upload and download, we see
again that all of the p-values of 0.0 are for the upload data, while the download data
has, throughout all tests, a p-value of 1.0.

While RTT and SndCwnd are fields that change quite often, the rwndlimited data is,
for most of the tests, just an array of 0s. As two arrays that are both just Os are entirely
identical, most of the data should be identical. This means that the rejection rates
should be significantly lower. This should especially be true for the upload data. As
the NDT servers are much more likely to have no rwndlimitation, more tests should be
just Os, so the upload tests should have lower rejection rates. This allows us to plausibly
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check our data and test pipeline as high rejection rates or ones similar to the other tests
would indicate high false positive rates in the testing pipeline and could invalidate the
other findings with this testing pipeline. Luckily, we see the data we would expect to
see with a working pipeline in table 4.6. We see that all of the p-values are 1.0. We see
that all rejection rates are low compared to the ones we saw in the previous tables, and
we saw what we expected for the upload tests: exceptionally low rejection rates.

Table 4.6: Rwndlimited results.

Type Test Significance Rejection Rate p-value
all KS 0.05 0.63% 1.0
all KS 0.1 1.11% 1.0
all MWU 0.05 2.31% 1.0
all MWU 0.1 3.86% 1.0
download KS 0.05 1.06% 1.0
download KS 0.1 1.87% 1.0
download MWU 0.05 3.90% 1.0
download MWU 0.1 6.51% 1.0
upload KS 0.05 0.01% 1.0
upload KS 0.1 0.01% 1.0
upload MWU 0.05 0.01% 1.0
upload MWU 0.1 0.01% 1.0

Last but not least, we have the applimited data. This data is not only often just an
array of Os, like rwndlimited data. It also contains a "1" if the connection is applimited
at the time of the TCP info snapshot. This means it contains data that is just Os and
1s and very often just 0s, which made it challenging to analyze like the other datasets
with a KS or MWU test. Instead, it was tested using our own custom similarity metric,
which was described earlier in 4.3.3. This means we need to use different significance
thresholds, but the rest stays the same, so we can just interpret the rejection rates and
p-values like before. As this data is often just an array of 0Os like the rwndlimited, we
would also expect it to be similar to it in regards to it having low rejection rates overall
and, especially for the upload tests. We can see what was expected by looking at table
4.7. We see very low rejection rates overall and, especially for the upload tests, rejection
rates under 1%.
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Table 4.7: Applimited results.

Type Test Significance Rejection Rate p-value
all custom 0.1 0.56% 1.0
all custom 0.3 0.90% 1.0
all custom 0.5 3.24% 1.0
download custom 0.1 0.95% 1.0
download custom 0.3 1.44% 1.0
download custom 0.5 4.95% 1.0
upload custom 0.1 0.00% 1.0
upload custom 0.3 0.12% 1.0
upload custom 0.5 0.74% 1.0

4.4 Finding Reasons for Rejection Rates

The last part was about whether sampled and unsampled data differ, and we derived
that, especially for upload tests, they seemed to be different for RIT and SndCwnd.
This part will now be about finding out why upload and download tests might differ
and if the reasons why tests get rejected are the same for upload tests and download
tests, just in different frequencies or if they actually have different reasons.

4.4.1 What Do We Test

As the reasons for the rejection rates could be various different problems that can occur
with the data, knowing what to test for can be difficult. Instead of showing directly
what tests we did and what the results are, we want to show some of the data that led
us to what we tested and give an intuition for the problem at hand.

To find issues and patterns in the data, we filtered out the rejected upload tests and
visualized them. As the TCP info snapshots do not have timestamps, we chose two
different ways of visualizing. The first one is a naive way, where we take the position
in the array for each value as x-value and spread them out equidistantly. The second
one is a more sophisticated approach where we chose the acknowledged bytes of each
snapshot as x-value.

We can see very clearly that the graphs are not very similar in the visualization
with the relative array position as the x-axis in figure 4.3. They resemble each other
in general shape and the magnitude of the values, but they are shifted. However, the
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graphs align when using the Bytes_Acked for the x-axis in figure 4.4. The same can be
seen for other speed tests in figure 4.5, 4.7, and 4.9 with their corresponding figures 4.6,
4.8, and 4.10 . We saw a recurring pattern in the data.

What comes to mind very quickly when looking at the figures is that the blue graph,
the TCP info graph, seems to have a long tail at the right, where the values just seem to
stay the same, and that vanishes when looking at the corresponding figure that uses
the Bytes_Acked for the x-axis. In figure 4.9, this tail at the end consists of nearly the
entire later half of the testing data. This later half getting eliminated when mapping it
with Bytes_Acked means that these data points not only have the same RTT values but
also the same Bytes_Acked values; these values are duplicates. This is what we decided
to test; whether we can reliably remove the duplicates and get better test results for the
data.
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4.4.2 Designing a Test for Duplicates

In the last part, we looked at visualisations of the datasets that were rejected in our
testing pipeline and formed the hypothesis that they were rejected because of duplicates
in the data. Our null hypothesis for the upcoming tests is that we are given proper
speed test data without duplicates. Our alternative hypothesis will be that we do have
duplicates and that removing them will significantly reduce the rejection rate.

For this test, we copied the dataset and removed the duplicates in one copy and in
the other not. Then, we will use the same KS and MWU testing pipeline as before to
get rejection rates and p-values for both and compare them.

For this to work, we need to consider a few things. The first thing to consider are
natural duplicates. Different TCP info fields are differently volatile. For some fields
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4 The Data and Its Sampling Process

like rwndlimited or SndCwnd, it is relatively normal to stay the same over at least a
short period of time, while other fields like RTT are changing very frequently. For
this experiment to work, we would need to use a volatile field like RTT to minimize
the chance of natural duplicates. To further minimize the risk of removing natural
duplicates, we join the RTT values first with the corresponding Bytes_Acked and
SndCwnd values, remove only those rows that are the same in all values and then
select just the RTTs out of them again to use for the pipeline.

When taking all the discussed considerations into account and running the test, we
get the results we see in table 4.8. We can see that we were able to reduce the rejection
rates for the KS test with 0.05 significance from 11.41% to 0.04%. This is a reduction
of 99.5% of the rejections. The smallest gain we got was for the MWU test with 0.1
significance, but even here, we got from a 14.52% rejection rate to 0.40%, which is
a reduction of 97.5% of the rejections. These results demonstrate quite clearly that
removing the duplicates in the data significantly reduces the rejection rates. So much
so that we can assume to have found the main reason for rejections among upload tests.

Table 4.8: Results for removing upload test duplicates.

Type duplicates Test Significance Rejection Rate p-value

upload duplicates KS 0.05 11.41% 0.0
upload duplicates KS 0.1 14.55% 0.0
upload duplicates MWU 0.05 10.53% 0.0
upload duplicates MWU 0.1 14.52% 0.0
upload no dupl KS 0.05 0.04% 1.0
upload no dupl KS 0.1 0.09% 1.0
upload no dupl MWU 0.05 0.12% 1.0
upload no dupl MWU 0.1 0.40% 1.0

However, the data we have looked at is only about upload tests. For the download
tests, we would need to look into table 4.9. There, we can see that the download tests
barely had any benefits from the removal of duplicates. The download rejection rates
were low to begin with, compared with the original upload rejection rates, but they
seem quite high compared with the upload rejection rates after duplicate removal.
Additionally, considering that the download rejection rates barely changed from the
duplicate removal, there is likely another reason. Finding this reason is, therefore, what
we will try in the next section.
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4 The Data and Its Sampling Process

Table 4.9: Results for removing download test duplicates.

Type duplicates Test Significance Rejection Rate p-value
download duplicates KS 0.05 2.84% 1.0
download duplicates KS 0.1 5.97% 1.0
download duplicates MWU 0.05 3.41% 1.0
download duplicates MWU 0.1 7.12% 1.0
download no dupl KS 0.05 2.81% 1.0
download no dupl KS 0.1 5.88% 1.0
download no dupl MWU 0.05 3.33% 1.0
download no dupl MWU 0.1 7.05% 1.0

4.5 Finding Reasons for Download Rejection Rates

In the last section, we found out what caused the high rejection rates of the upload tests,
duplicates, and that this is not the reason for most of the download tests’ rejections.
This still leaves the question: what caused the download test rejection rates?

We start again by looking at the visualizations of the data. Here, the most promising
was looking at the data visualized with the Bytes_Acked for the x-axis. When filtering
the data for download tests with rejections for the KS and MWU tests and visualizing,
one trend showed up frequently. When looking at four of these visualizations in figure
4.11, 412, 4.13 and 4.14, we can see that the problem does not lay with inaccuracy
or bad sampling, ndt7 data seems to stop earlier than the tcpinfo data. In all four
visualizations, both graphs seem to be more or less similar up to the point where one
of them, the ndt7 one, stops. We could see this phenomenon not only in these four
visualizations but also in many others.

Having speed test data with different lengths in the database poses a big problem,
as the length is an integral part of what the data can tell us, and different lengths
could indicate other, more severe problems. Different lengths in the speed test data
could indicate anything from problems with the sampling or the storage of data to
problems with the processing of data at the M-Lab servers or even problems with the
measurement processes themselves. Verifying the validity of the claim that the test data
has different lengths is therefore very important and the topic of this section.

4.5.1 TCP Info Sampling Distance and Other Considerations

Before we start analyzing, an important question to consider is whether the tests are
shorter because of the sampling distance of the raw TCP info snapshots. The last
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snapshot that is saved should be a maximum of 10 milliseconds old. Tests are five to ten
seconds long, so even from a test that is just five seconds long, the sampling distance
is at a maximum of 0.2%. Suppose we can lose at maximum 0.2% of the data and, on
average, even less because of the sampling distance. In that case, we should be able to
reliably use the snapshots for time measurement as they should represent the length of
the speed test data quite well. Moreover, the sampling interval should not be the reason
for this length discrepancy. Nonetheless, we want to take into consideration that things
like the sampling distance, different sampling for ndt7 and tcpinfo database views
and other things could influence the length by a few percent so that we only count
length differences that are above a certain five percent and test with various thresholds
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to make sure we get reliable information out of the data.

4.5.2 Cutting the Lengths by Acknowledged Bytes

An efficient and fast way of testing whether tests have different lengths is to cut the
longer ones and compare them again. If the rejections we saw happened because of
the different lengths, we should see a decrease in the rejection rates. As a metric for
the cutoff value, we chose the acknowledged bytes. We join the RTT data with it and
cut off the tcpinfo RTT values corresponding to Bytes_Acked that are higher than the
highest Bytes_Acked value from the ndt7 views RTTs. Afterwards, we can test the data
again using our KS and MWU testing pipeline and compare the results.

When looking at table 4.10, we can see the difference between the rejection rates of
our normal test and our tests when we truncate the tcpinfo views data to the length of
the ndt7 views data. We can see that the truncation significantly affected the rejection
rates, e.g. the KS test with 0.05 Significance went from 2.84% to only 1.55% rejection
rate, which is only slightly more than half of the original value. This is not as impressive
as the change we saw when we found the upload tests” problems with duplicates, but
nonetheless something that supports the theory that the download tests have problems
with test lengths. When looking at the other rows, we see that the rejection rates fell
over all of the tests. This does not prove by itself that the download tests actually have
a problem with different test lengths being saved, but it shows us interesting evidence
in favour of that theory. Enough evidence for us to decide that this is something we
should look deeper into.

Table 4.10: Results for removing download test duplicates.

Type truncation Test Significance Rejection Rate p-value
download normal KS 0.05 2.84% 1.0
download normal KS 0.1 5.97% 1.0
download normal MWU 0.05 3.41% 1.0
download normal MWU 0.1 7.12% 1.0
download truncated KS 0.05 1.55% 1.0
download truncated KS 0.1 3.59% 1.0
download truncated MWU 0.05 1.84% 1.0
download truncated MWU 0.1 4.46% 1.0

Before we proceed, and at least as a double-check, we should also do this test with the
upload test data. In table 4.11, we see that the rejection rates also significantly decrease
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for the uploads. What seems confusing initially makes sense when looking at how this
test truncates. Not always, but very frequently, the last few tcpinfo values are not in
the ndt7 data. This means that the more extended tests with duplicates at the end can
remove their duplicates if they have a Bytes_Acked value higher than the maximum
Bytes_Acked of the ndt7 data. Moreover, we have already seen that removing these
duplicates has a significant effect. As we remove duplicates here more as a side effect
and only when they have a higher Bytes_Acked value than the maximum of the ndt7
Bytes_Acked value we do not always remove them, which results in a lower reduction
of rejection rates than if we actually tried removing duplicates like in table 4.8, but this
again strengthens our findings from before.

Table 4.11: Results for removing upload test duplicates.

Type truncation Test Significance Rejection Rate p-value

upload normal KS 0.05 11.41% 0.0

upload normal KS 0.1 14.55% 1.0

upload normal MWU 0.05 10.53% 0.0

upload normal MWU 0.1 14.52% 0.02321300071353757
upload truncated KS 0.05 1.95% 1.0

upload truncated KS 0.1 2.80% 1.0

upload truncated MWU 0.05 2.79% 1.0

upload truncated MWU 0.1 4.79% 1.0

4.5.3 Pcap Based Test Design

To test the claim that the ndt7 data stops earlier than it should, we are using a completely
new test design. The most objective view of testing length are the raw packet captures
that are saved in the pcap data in the GCS. We will compare the length of the ndt7
data in the BigQuery database with the length of the packet capture and then decide
based on the results. For that we are going to introduce new metrics, the ackratio and
the timeratio. The ackratio is simply the quotient of the pcap maximum Bytes_Acked
and the ndt7 maximum Bytes_Acked. The timeratio similarly is the quotient of the
pcap duration and the ndt7 duration.

total pcap Bytes_Acked and  timeratio: P<2P duration

kratio:
e e Bytes_Acked ndt duration
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These ratios will give us a way of determining how much longer or shorter the pcap
test data was compared to the ndt7 view’s test data. E.g. an ackratio of 1.05 would
mean that in the pcap 5% more bytes were acknowledged. A timeratio of 1.05 would
mean that the pcap data is 5% longer regarding how much time the tests took. However,
if we have a part with an ackratio of 1.05 and a part with a timeratio of 1.05, this does
not mean that they are the exact same part of the data. It could be two disjunct parts
of the dataset. For this, we created a flag called "both" for each test, indicating that a
certain pcap is longer in both timeratio and ackratio. These metrics are all computed
for each pcap and, in the end, evaluated for how many percent of the data have at least
a certain ack- or timeratio.

4.5.4 Interpreting the Results of the New Test

When looking at table 4.12 we can see the ack-, time- and both percentages for four
different thresholds: 1.05, 1.1, 1.2 and 1.5. The percentages in each column describe
how many percent of the data have at least a ratio as high as the given threshold. The
first thing that is directly visible is that the numbers are significantly higher than what
would be expected if there was no problem with the testing length. When we look
at the ack percentage for an ackratio of 1.05, we can see that more than 70% of the
tests are afflicted. This means that we have more tests where the pcap is at least 5%
longer than tests where this is not the case. We already assumed that we would need to
consider things like the sampling distance and other problems, which is why we start
with looking at ackratios above 1.05 and not 1.00. However, even if we consider our
assumption too low and we should start looking at ackratios above 1.2, the numbers
are still very high. An ack percentage of 33.54% means that one in every three tests
has at least more than 20% discrepancy between pcap data and ndt7 data. The results
are even more surprising when looking at ackratios of 1.5. 50% more bytes being
acknowledged is high enough that we expected this number to be close to zero, even if
our null hypothesis was wrong. Instead, we have 12.59% there, which means one in
every eight tests is at least 50% longer.

Table 4.12: Percentage of download data above a given length threshold.
1.05 1.1 1.2 1.5

ack percentage  70.61% 51.42% 33.54% 12.59%
time percentage 67.56% 41.26% 20.38% 4.90%

both percentage 59.18% 35.63% 17.07%  3.05%

It could be that the discrepancies between ndt7 data and pcap data could also be
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much smaller in reality and that and the discrepancies in the values we see come
from us measuring the time and length differently than M-Lab. This would explain
some of the discrepancies if the e.g. M-Lab starts their time measurement after the
Syn/Ack part of the connection and we start with the first packet that was exchanged,
but that would not explain discrepancies in the range of 50% more or less in time
or acknowledged bytes. We interpret this as strong evidence in favour of ndt7 data
and pcap data having different lengths. Whether this is the main reason behind the
rejections of download test data or just part of the reason is a different question and
one that is very difficult to answer. However, with the results at hand, we can say that
it should at least be some sort of reason for it.

4.6 Conclusion for Data Sampling Analysis

In this first part of the thesis, we looked at data stored in the database of the M-Lab
project, identified places where identical or sampled data was saved and compared
sampled and unsampled data. We discovered that the data from tcpinfo and ndt7
views are sampled so differently that a statistical test would frequently not recognize
them as data from the same distribution. We found that the reason for that seems
different for upload and download test data. The upload data seemed to struggle
with duplicates in the data, while the download tests seemed to have problems with
different test lengths in test duration as well as the number of acknowledged bytes.
Overall, these observations mean that analyzing the M-Lab data and, specifically, the
available transport layer data requires careful consideration of the data source. Based
on our results, we recommend using the tcpinfo data and using a data processing step
to remove duplicate tcpinfo entries.
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5 M-Lab’s Speed Test Methodology from a
Transport Perspective

In the first part of the thesis, we looked at the data collected by the M-Lab in a non-
semantic way. We wanted to know whether datasets were similar or whether we had
duplicates or not, but we did not care about the information in the data itself. In
the following we will look at precisely these information that are in the data. In this
chapter, we will look at the connection behavior, the establishment and teardown of the
connections and the way that the connections are limited.

5.1 Connection Establishment and Teardown

To get their Internet speed tested, clients connect via WebSockets to the Server. How
exactly this connection happens to work in pactice and what problems we identify with
that approach is what we want to have a look at, at the beginning of this chapter before
we go to the connection limitations.

What strikes our attention is the status of the WebSockets and the connection after
the test. The WebSockets remain after the test still in status "101 Switching Protocols",
which indicates that the connection to the server was successful. However, after the
test, this should change to "Closed", "Aborted", or something similar to indicate that
the test is over. Upon inspecting the WebSocket messages, we were able to see that
the last message contained a TCP info statement, which contains a "status" field. If
the connection was closed, this field should be "0", but instead it was "1", indicating
that the connection is still open. Lastly, upon looking into the packet captures, we can
see that the connections are not getting closed properly but instead ended by packets
with RST flags, which stands for "Reset" and is usually used to instantly end a TCP
connection when a problem occurs. These RST flag packets occur not only at the end
of the packet capture but also between the two tests when the download test ends and
the upload test starts. This means that something often goes wrong at some point in
the connection, like one of the parties not replying anymore after the test ended or that
M-Lab is using them for purposes they should not, like for replacing regular connection
endings. Either way, the connections leave the WebSockets in status 101 and the TCP
info struct in status 1, indicating that the connection is not closed correctly.
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5.2 Analysis of Receive Window Limitations

In the first part, the data part, we just looked at the rwndlimited values for comparing
sampled and unsampled data. Now, we are actually going to use it to infer information
about the limitations of the TCP connections. The data we get from the M-Lab project
are all server-side. Being limited here would mean, that the server is not sending more
data because of the client’s communicated receive window. The first question is, how
often are the connections limited by the receive window? This is relatively easy to test,
as we just count how many tests have at least one entry in their rwndlimited array
bigger than zero, as zero indicates no limitation and any other value indicates a limit.
In table 5.1, we can see the results of this analysis.

Table 5.1: Percentages of Receive window limitation.

Type rwndlimited
All 36.49 %
Download 63.76%
Upload 0.13 %

As we can see in the table, around 36% of the tests are receive window limited.
However, this is only the case for the general view. When dividing it into download
and upload tests, we can see that more than 63% of the download tests are rwndlimited
while barely any upload tests are limited. The low values for the upload tests come from
the fact, that the server is sending barely anything during the upload test. Reaching the
receive window and being limited by it is therefore very unlikely, just as we see in the
data. For the download tests, we see that a significant portion of them is rwndlimited.
This means for the clients, that a significant portion of them is getting their download
throughput not limited because of their internet connection, but because of the specific
receive window limitation that their own device is posing on them. What we would
still need to look at is the distribution of the rwndlimited. Until now, we have just taken
the connections where at least one snapshot indicates rwndlimitation. But a connection
with just one snapshot out of one hundred snapshots being limited is less harmful than
a connection that is limited through the entire connection time.

What we see in table 5.2 is a collection of data about the percentage of how much
of a connection was rwndlimited. For this, we counted how many snapshots were
rwndlimited and divided it by the total number of snapshots a connection has. For the
upload data, nearly all values are 0.0, as we only have 0.13 % in general, but we see that
the maximum is 100%, which indicates that there are some connections that are entirely
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type dataset min | max | lower quartile | median | upper quartile
rwndlimited | upload | 0.0 % | 100 % 0.0 % 0.0 % 0.0%
rwndlimited | download | 0.0 % | 100 % 0.0 % 86.67 % 100%

Table 5.2: Boxplot statistics for rwndlimited values.

rwndlimited. Nonetheless, for the upload tests, this might be a bad way to show the
data. This table is more suited for the download data. We see that the minimum is
0.0% and the maximum is 100%, indicating that the rwndlimitation can range from
no limitations throughout the entire connection to 100% of the entire connection. The
lower quantile is 0.0, and the upper quantile is 100%, this means that the lower 25% are
entirely without limitation, and the upper 25% are completely limited. The middle 50%
are between 0.0 and 100%, with the median being 86.67%. We also plotted the data as
CDFs, showing us how many percent of the data is smaller than a given value. We can
see both plots in figure 5.1 and 5.2. On the x-axis, we can see the values we want to
track, so how many percent of the connection is affected by rwndlimitations. On the
y-axis, we can see how many percent of the speed test we had had the value on the
x-axis or a smaller value.
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Both CDF graphs show us the distribution of the data. For the upload data, we see
in figure 5.2 what we already saw at the beginning; most of the connections are not
affected by receive window limitations. In the graph for the download distribution, in
tigure 5.1, we see on the left that around 35% of the connections are not affected by
receive window limitations (in this graph, it is visible as an affection of 0% at the x-axis).
This fits with our result from above that around 64% of the connections have at least
some rwndlimitation. We also see that around 30% of the connections are affected to
100%, they are rwndlimited through the entire connection time. In the middle between
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them, we see a smooth curve with all values represented; this can tell us that we do not
have any rapid spikes or something similar that would indicate any problems. This is
also the general conclusion we get out of this section, which is that the rwndlimitations
are only really present in the download tests but do not pose any problems for the
testing methodology there.

5.3 Analysis of Application Limitations

The applimited data is similar to the rwndlimited data but different in meaning. A
connection being applimited means that the sender could send more with the available
bandwidth but does not get more data to send from the application. So while the
rwndlimited data gives us a way to see when the server limits the connection as the
receiver, the applimited data gives us a way to see when the server limits the connection
as the sender. Similar to the previous rwndlimited section, we will first look at how
often application limitation occurs in our data, so how many connections have at least
one TCP info snapshot indicating application limitation. The results are visible in table
5.3.

Table 5.3: Percentages of application limitation.

Type applimited
All 65.49%
Download 39.59%
Upload 99.97%

We can see in the table that around 65% of the tests are afflicted by application
limitations. What is very clearly visible is the high percentage of upload tests with
applimitations. This should not be a big problem, as the data comes from server-side
TCP info snapshots, so the application limitation is based on the fact that the server was
limited. As the client should mostly send and the server should wait and acknowledge,
it makes sense that in the upload test, the server’s application limits its sending rate.
The download tests application limitation, however, is concerning. 40% of the download
test connections being applimited is very bad, considering that the server should be the
one sending, so we should look into it further. For that, we should look at how much of
the connection is usually affected by the limitations. Connections that are only slightly
limited at the very beginning might not be as much of a problem as connections being
limited 100% of the connection time.

Figure 5.3 and 5.4 show two CDFs that visualize the distribution of applimitation
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CDF for application limitation of download tests CDF for application limitation of upload tests
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affection percentages. For the upload tests, we can see that most of the connections
are affected nearly the entire connection time, which makes sense for the upload tests.
For the download test, we can see that around 60% are not afflicted with application
limitation (x-axis value = 0), which corresponds to the values we had above in the table
that around 40% of the connections have any application limitation. Unlike the table
before, here we can see how they are distributed. We can see that we do not have many
tests that are affected through 100% of the entire connection time. Around 90% of all
of the tests we looked at had less than 30% of the connection afflicted. As server-side
application limitation in the download, test could potentially skew the test results of
the speed test, and most of the speed tests have no or just very small portions of the
connection affected by application limitation, we would expect this to be some sort of
unexpected or unwanted behaviour. However, finding reasons for this and quantifying
the impact on the connection would need to be done in future work.

5.4 Connection Behavior Conclusion

In this chapter, we looked at the data from the M-Lab project to gain information about
the connection behaviour. We were able to see that the client opens two web sockets,
one for the download and one for the upload, but realized that the connections are often
not correctly ended and just end with rst flags. We also explored the rwndlimitation
and applimitation of the connections and realized that the rwndlimitation poses no
problem, while the applimitation might be a problem for the download test. However,
exact quantifications of the impact would need to be done in future work.
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6 Inference on Congestion Control
Algorithms

The congestion control (CC) of TCP connections is a crucial aspect of modern Internet
communications. As we developed several fundamentally different CCAs over the
years, identifying the used CCA from a given connection became increasingly important.
In this part of the thesis, we want to use the data we collected and analyzed in the
tirst part to look at different aspects of congestion control and whether we can either
identify the used CCA or at least see hints of it based on the data we have.

6.1 Server and Client Side

Our data is server-side collected data from the M-Lab speed tests. In these speed
tests, we have two sides communicating in with each other, the client and the server.
Therefore, we have two potentially different CCAs, the server’s and the client’s. Because
the server mainly sends during the download tests and the client mainly during the
upload tests, we can see the server-side CCA mainly during the download and the
client-side CCA mainly during the upload tests. However, there is more we know about
the server-side.

Unlike the clients, which could all potentially be different from each other, all M-Lab
NDT servers are programmed to be the same for all connections. This includes the
CCA. In the case of the most modern version, NDT7, the used CCA for the servers
is BBR [22]. This tells us all we need to know about the server’s CCA. If we want
some more or more reliable information, we can see in the BigQuery database for every
connection the TCP info structs as well as the BBR-info struct, which tells us not only
that BBR was used (because the BBR-info struct should be empty if BBR was not used)
but also how the CCA behaved. One could say that for the servers, we have all the data
we could want.

For the client-side, it looks different. Identifying the client-side CCA is significantly
more complex than the server-side one. Unlike the servers, the clients are all different
machines with different operating systems and specifications and, therefore, potentially
different default CCAs. This makes it more difficult, but it is not the only problem.
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Even though we have CC information in the BigQuery database for all tests, we can
use nothing from that because all the data we measure is for the server-side CCA. We
can measure SndCwnd and can tell when packet loss occurred and have all sorts of
data we would like to use to identify the CCA, but we have all of this data only for the
server, not for the client. Without data, we have nothing to analyze, which makes it
inherently nearly impossible to identify the CCA. Trying to identify the possibility and
testing out various ways for this to still work is, however, precisely what we will try in
the following sections. Instead of focusing on specific identification of the CCA, we will
focus on the general question of whether it is possible to identify the CCA from the
data we have. For this, we try out some approximations and more unorthodox ways in
the identification and focus mainly on the identifying differences between Cubic and
BBR because we expect those two to be the main CCAs used.

6.2 Looking at Throughputs

As we have a limited amount of information about the client-side for CCA inference,
we need to try using whatever we have. One thing about the client we do have is
the data it sends out because this data will reach the server and will, therefore, be
in the server-side measurements we have. More than what the client sends to the
server, how, when, and how much the client sends to the server will help us. By
computing the throughput, we should be able to see these things. We will use a simple
approach: The CCAs are very well differentiable via how they behave upon packet loss.
Loss-based CCAs will strictly reduce the SndCwnd while BBR will not. However, when
the SndCwnd, so the amount the sender can send without knowingly risking more
congestion, rapidly decreases, the amount of actually sent bytes should typically also
rapidly decrease. We can neither know about packet loss nor the SndCwnd behaviour,
but these decreases in the amount that is being sent can be seen in the throughput of
loss-based congestion controlled connections, while connections with BBR should not
show this tendency.

We know that the server always uses BBR. So, we could look at how the throughput
behaves when the server sends, which is the case in the download tests. The throughput
of one such test is in figure 6.1. On the other side, we conducted our own NDT speed
test and used Cubic on our local machine; the throughput is visible in figure 6.2. We
can see that the throughput of the BBR using server rises initially and stays relatively
constant. Our Cubic using client instead has a fundamentally different graph. It is
less steady, it changes a lot and rapidly decreases at times. We can safely say that it is
significantly more volatile in general.

The general idea is now, if we look at other throughput graphs of clients, and we see
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behaviour like in figure 6.1, then we can expect the client to have used BBR, and if we
see behaviour like in figure 6.2 we can expect the client to have used Cubic.

se06

Figure 6.3: Throughput of = Figure 6.4: Throughput of  Figure 6.5: Throughput of
upload test 1. upload test 2. upload test 3.

In the figures 6.3, 6.4 and 6.5, we can see three throughput graphs that are from
upload tests. Even though they are all slightly different, we can see that two of them,
6.3 and 6.5, are similar to each other and are similar to the way a BBR throughput
would look. The other one, figure 6.4, is different from the other two and resembles the
way that our test upload with Cubic looked. We would interpret this as having found
two upload tests that used BBR and one that used Cubic. Moreover, even though very
manual and without automatization, we are able to infer information about the CC of
upload tests.

We can say that we found good examples that show that our hypothesis, that we
can identify the CCA based on the throughput graphs, seems to be true. However, it
is also vital to search for counterexamples. One such example is visible in figure 6.6.
On the one hand, we can see very rapid decreases in the throughput, something we
would relate to a loss-based CCA. On the other hand, after these decreases, we see
relatively stable throughputs, and we do not see any cubic function like behaviour in
the throughput, which we should see. In general, we were unsure how to interpret
this throughput graph, and we would have identified it as Cubic, even though this is
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actually a throughput of a BBR using client.
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Figure 6.6: Counterexample for throughput based inference on CCAs.

This example shows us how flawed our approach can be. Not only did we find
an example where we would have guessed wrong, but also one where it is generally
challenging to decide. One reason this could be the case is because many other factors
like applimitation, rwndlimitation, full buffers and many other things can also influence
the throughput. If we honestly want to use the throughputs, we would need a more
complex decision structure to decide based on the throughputs. This could be quite
difficult for humans to accomplish, especially considering how many throughputs one
must analyze to find such a decision structure. One could train a neural network, feed
it with a dataset of these throughput graphs, and let it solve this as a classification
problem, but this would be beyond the scope for this thesis. Therefore, we would
conclude that inference on the clients used CCA by identifying rapid decreases and
other factors in the throughput is not accurate enough to be considered when using
humans for the classification but could be possible with more potent classification tools
like a well-trained neural network.

6.3 RTT Smoothness

RTTs are a very important metric in transport layer communication that both sides of
the communication can compute. When comparing congestion control, RTTs can be a
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way to tell them apart. BBR attempts to avoid buffer bloat and should have relatively
consistent latencies, so one hint for BBR might be the RTT smoothness. Loss-based
CCAs do not care about the RTTs and often even artificially increase them by filling
the buffers. This, together with rapid changes in sending rate when packet loss occurs,
results in rapid changes in RTTs. So, if we have BBR with relatively smooth RTT
distributions and Cubic with very fluctuating RTT distributions, we could use this to
infer information about the CCA. If we could quantify the "smoothness" of the RTT
distribution, measure it, and find a threshold, we could make decisions based on this.

6.3.1 Finding Good Metrics for Smoothness

Measuring the "smoothness" of a distribution can be very difficult, but in mathematics,
the concept of "variance" comes close to it. The variance is the average squared distance
of mean [19]. This means that for each speed test, we will look at how far, on average,
the data points are away from the mean of the data points; smooth distributions will
have very low distances between the mean and the individual data points, while very
volatile distributions will have very high distances, so a high variance.

The variance is an absolute measure. It measures the squared distance to the mean,
which will be higher for connections with high RTTs and lower for connections with
low RTTs. This might, in the best case, weaken our expressiveness of the test and, in the
worst case, introduce fatal mistakes. Therefore, the variance alone might not be enough,
and it might be that we want to enhance this test by introducing another measurement
with which we can mathematically express the "smoothness" of the distribution. We
want a measurement that helps us quantify relative changes, and this measurement
will be "volatility". In plain words, one can say that volatility is the measurement of
change and of how much things change. So, low volatility will mean that we have
more smooth graphs, while high volatility values will mean that we have a lot of rapid
changes in the data. Mathematically, there is no one thing called volatility, as there are
several different versions. We use the so-called "mean percent change volatility", where
we use the percentage change from one RTT to the next as the metric based on which
we compute our decision-making metrics. This also means that unlike variance, which
is an absolute value, our volatility will be a relative value, making it more comparable
between speedtests. Whether the volatility will perform better than the variance is
difficult to predict and, therefore, part of this section’s tests.

Before we dive deeper into the actual tests we will perform, we want to take some
time to discuss the specific type of volatility we use, why we use it and how exactly
we compute it. volatility is usually based on the standard deviation of the data. As
the standard deviation is simply the square root of the variance, using the standard
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deviation of the data would not result in us getting an independent metric from the
variance of the data, which we want to use already. It would also result in us having
an absolute metric again, which we already have with the variance. So instead, we are
taking an approach often taken in these scenarios, which is using the percent change of
the data and computing the standard deviation for the percent changes instead to get
our volatility. Computing the standard deviation of the percent changes would result
in us having a single number for the smoothness of our graph. However, it could result
in some information loss if there are local spikes or general high Volatiliy in some parts
of the graph and not others. To give more weight to these local spikes, we compute the
standard deviation of the percent changes over sliding windows. With this, we would
again have several standard deviation values, which we want to reduce to one value. In
these cases, the mean or median are often used. The median is a robust measurement
that does not change with very high or very low values and is therefore robust against
outliers, while the mean is not. As we want to have a sensitive measurement of how
high the specific parts of the graph are and specifically want to detect outliers and high
spikes, we would use the not-robust and very sensitive mean. So, computing the mean
of the sliding window averages over the percent changes should give us one volatility
number, which should be a relative measurement sensitive to spikes in the data and
the graphs. Approaches similar to this can be seen in other study areas as well. In
medicine, they use the Average Annual Percent Change (AAPC) where they use annual
data and compute averages over the percent changes. In finance, we see approaches
like this in volatility analysis of stocks in computing the relative volatility [39, 51].

Complex Step Function Distribution Example of Smooth RTT Pattern with Low Variance

—— RTT Pattern

Frequency

0.3 0.4 0.5 0.6 0.0 0.2 0.4 0.6 0.8 1.0
Value Time (Normalized)

Figure 6.7: Example step function distri- Figure 6.8: Example RTT with low vari-
bution with low variance. ance.

There are some last considerations before we can use the variance and volatility.
Smooth distributions will have a low variance and volatility. However, that does not
mean that distributions with low variance and volatility are necessarily smooth. There
are other distributions that also have low variance and would still not be classified as
smooth by a human. One example of this could be a step function distribution like in
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figure 6.7. It is a distribution where most of the values lay on a few different, discrete
values, which can lead to low variance even though the distribution is not smooth.
Normally, we would need to consider this when analyzing data; however, because
we know that we are analyzing only RTT data, we should not have a problem. RTT
data distributions usually have a profound form depending on its underlying CCA.
One example of this can be seen in figure 6.8. RTT data will not produce distribution
types like complex step function distributions, which is why we will assume that for
tests, low variance and volatility in our data will be related to smooth distribution
functions. The second consideration we have to make is noise. RTTs are usually very
noisy as everything from network path changes to unrelated traffic of other network
participants filling the buffer or even just processing delays of the receiver can influence
it. Concerning the noise, we probably have to live with it. We originally thought
smoothing the data could reduce noise and give better results, but this turned out to be
wrong.

6.3.2 Conducting a Test for RTT Variance and Volatility

The goal for now is to assess how possible and feasible it is to get information about
the CCA from the smoothness of the RTTs. We know that all of the servers use BBR,
and we know that this is not the case for the clients. We expect most clients to use
Cubic, and only a small part of them use BBR. We also know that the server is the
one who sends the data in the download tests, and the client is the one sending in the
upload tests, so comparing several thousand upload tests and download tests with
each other, we should see differences in the RTT tendencies which will enable us to see
whether inferring information about the CCA from RTTs is possible. If our theory is
correct, and we can infer CC information from the RTTs variance and volatility because
BBR has lower variance and volatility, then we should see that the download tests
are, on average, lower in volatility and variance and that the upload test is bimodal,
as the variance and volatility values of the cubic using clients should be significantly
higher and stick somewhere together while the variance and volatility of the BBR using
clients should be significantly lower and stick together, so we should have a bimodal
distribution.

The processing pipeline we will use for this is very simple. We use the pcap files from
the GCS as the basis for this test. We already preprocessed them into easily readable
parquet files in the preprocessing pipeline, where we extract all of the RTT values from
the pcaps. So, in general, we have a collection of several thousand parquet files, each
containing, among other things, a list of RTTs. We just need to compute the variance
and volatility for each of these lists and save them together with the information,
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whether it was an upload or download test.

Before we start analyzing the distributions and their modality, we will first have a
broader look at the distributions to decide what to use in the analysis. In figure 6.9, we
can see the boxplots for the variance distributions. We see that whether the test was
an upload or download test makes a difference. Unlike expected, the download tests
have significantly higher variance than the upload tests. To put this into perspective,
we need to do the same test with the volatilities.

Variance of unsmoothed RTT distributions
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Figure 6.9: Variance distributions of RTTs.

Looking at figure 6.10, we see the volatility distributions for the RTT data. Again, we
see a significant difference in the ratio between upload and download tests. Just as we
expected at the beginning, we see that the uploads have a significantly higher volatility.

Even though what we see with the volatility graphs is entirely within the expected
behaviour, it is nonetheless completely different from what we see in the variance
graphs. The results seem to contradict itself. In data analysis, this is often a sign that
we have bad data, mistakes in the testing, or both. When comparing the volatility and
variance data of RTT between upload and download tests, we made the mistake of not
testing for the differences of RTT data between upload and download data beforehand.
Upon doing that, we realized that there is a big problem with how the upload test
data is computed. We extract the RTTs from the packet captures via Wireshark and its
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Figure 6.10: Volatility distributions of RTTs.

terminal version, tshark. When we do that with the upload test packet captures, we get
significantly lower RTTs than with the download packet captures. This is likely because
all packet captures are server-side, and estimating the RTT of client-sent packets from
a server-side packet capture leaves us with problems. We conducted a small test to
ensure that this was not due to Wireshark or the clients having lower RTTs than the
servers. We did an M-Lab speed test with our own machine, captured a packet capture
locally on the machine, and extracted the RTT data from it. We then got the server-side
packet capture and extracted with the same method the RTT data from the server-side
client RTT measurements.

In figure 6.11, we can see the difference between the local and remote capture. We can
see that the RTTs we got from the server remotely measured are significantly different
than the locally measured RTTs. While the locally measured RTTs are between 0.45
and 0.11, the remotely measured data are in the graphic at around 0.0 because the
actual mean of the remotely measured data is 0.00001. So, the remotely measured
RTT data has significantly smaller absolute values. Nonetheless, we should still see
smoother distributions for BBR than for Cubic, so when comparing relative values
with the volatility, we can see that the volatility is higher for download tests than for
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Figure 6.11: Difference between local and remote captured RTT data.

upload tests. This alone does not prove we can distinguish BBR and Cubic by the RTT
smoothness, but it gives us good reason to believe that further testing can make sense.

6.3.3 Analysis with Bimodality Focus

Our goal for the entire congestion control chapter was to explore ways to infer infor-
mation about the client-side congestion control algorithm. In this section, we try to
find out whether analyzing the smoothness of RTTs is a good way to do so. For this,
we already defined two metrics we can use, the variance and mean percent change
volatility and found out that only the latter one makes sense to use with our data. In
the first test, we found out that we see differences in the volatility between download
tests (all of which use BBR) and upload tests (most of which do not use BBR), which
suggests a correlation between the congestion control algorithm and RTT volatility. In
this part, we will test further whether this correlation exists.

To do this, we will test for bimodality. The upload test data consists of BBR using
clients and Cubic using clients. If BBR-using clients and Cubic-using clients have
different volatility, we should see two groups of speed tests in the upload data, each
with a different mean. We would see bimodality. To test this, we will visualize the data
in a logarithmic histogram and assess the appearance of bimodality in the data.
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Figure 6.12: Volatility of upload speed test RTTs.

In figure 6.12, we can see a histogram for the volatility of upload tests. What we can
see is an unimodal distribution with a large skew. The bimodality we expected to see
because of the difference between BBR and Cubic volatility in RTTs is not visible, at
least not from our data. We can see something more similar to what we expected if
we take the download tests into account again. In 6.13, we see the download tests in
blue and the upload tests in orange. We can see a clear distinction between the upload
and the download tests. The download tests have a concentrated distribution with low
standard deviation and skew. In contrast, the upload tests have a low concentration
and high standard deviation and skew, especially considering that the scales that we
are using are logarithmic. However, we do not see bimodality. We see nothing that
could help us distinguish the congestion control algorithm, as mere shifting of the data
or higher and lower skew could also result from the difference in measurements for
download and upload tests or other external factors. So, we would need to conclude
this section with a very clear conclusion: At least with our data, we were not able to
see a reliable correlation between RTT volatility and congestion control algorithm in a
way that would help us distinguish them.
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Figure 6.13: Volatility of upload and download RTTs stacked.

6.4 Approximating the Normal Way

Looking at throughput graphs and analyzing RTT smoothness are not conventional
ways to infer information about a sender’s CCA. It gave us some information but was
insufficient for proper inference. Usually, in an ideal scenario, we would use packet
loss and the SndCwnd for congestion control analysis. We would look at the times
when we had packet loss or retransmissions and then determine whether the SndCwnd
was reduced because of that or not. If yes, we would know that the sender is using a
loss-based CCA like Cubic, and if no, we would know that the sender does not use a
loss-based CCA, a CCA like BBR. The problem is that we do not have access to any of
those. We do not know about retransmissions or packet loss as the packet captures are
done solely from the server, so we do not know anything about the client that is not
sent in the packets. Unfortunately, CC information is not sent in packets. We also do
not know anything from the client about the TCP info information, as we only have
server-side TCP info snapshots. Nevertheless, we may still find a workaround.

In the last two sections, we looked at things at hand, like throughputs and RTTs, even
though they were not very descriptive. As that did not deliver sufficient results and
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we cannot access the most descriptive metrics, we will try the opposite now. This time,
we will look at metrics like packet loss and SndCwnd, which we know are incredibly
meaningful and descriptive but which we do not have at hand. As we do not have the
metrics, we would need to find ways to approximate, predict or estimate them and
then use these estimates for analysis. This changes the problem at hand. This is no
longer a task for inferring information about CC because these metrics are descriptive
enough that if we had them, we could determine the CCA, but we do not have them.
Instead, this task is to approximate the metrics as well as possible, and if we could
approximate them well enough, we could use them for inferring CC information. In the
following, we will look at "Packet Loss" and "SndCwnd", decompose how they work
and then try finding ways to estimate, predict or approximate them. In the end, we will
then evaluate how well this worked and whether or not this helps us infer information
about the congestion control algorithm.

6.4.1 Finding Packet Loss

Generally, a sender does not know what happens on the line to the receiver with the
packets, so the sender also does not know if and when packet loss occurs. There are
three ways a sender can deduct that packet loss occurred: timeouts, duplicate acks and
selective acknowledgments (SACK). If we could find a way to get these values, we
could reconstruct whether packet loss occurred and approximate the actual packet loss.

Timeouts

The first thing we are going to have a look at are timeouts. Timeouts are very difficult
to approximate, to find packet loss. The sender is not broadcasting or sending anything
about this via the network, which makes it impossible to detect this as the receiver.
Normally, we could use the retransmission timeout (RTO) to simulate how the timeout
could have happened, but the receiver also does not know the RTO as the sender
continuously and dynamically computes it. This may make it impossible or at least
very difficult for the receiver to simulate the timeout retransmissions. While very
difficult, conceptionally and theoretically, it could still be possible to approximate this
by calculation and estimation.

When estimating packet loss via timeouts, the biggest problem is that we do not know
after what time period the sender considers a packet as timed out. Nevertheless, this
time, the RTO is computed, and the receiver can do the computations as well, at least
approximately. We could compute them with Jacobson’s algorithm, but we would need
the RTTs, the smoothed RTTs, and the RTTs” variance. This will not be perfectly accurate
as the sender can incorporate information about the connection that the receiver does
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not have, for example after receiving explicit congestion notification (ECN)s. However,
it should be a relatively accurate approximation. With that, we could try reconstructing
timeouts. If we get three out-of-order packets, first packet 1, then packet 3, and then
packet 2, then we know that packet 2 should have been sent between packet 1 and
packet 3. We can look at the times they were received and compute the middle. We
can then subtract half of the RTT from that value to estimate when the packet was
sent. If this approximated sending time and the actual receiving time have a longer
time difference than our estimated RTO, we could expect this packet to be a retransmit.
However, this is full of consecutive estimations and approximations and is difficult to
do in practice. We were not able to do this in practice here, but future work might be
able to verify whether this can work in practice. Until then, we consider this approach
for this thesis as not feasible.

Duplicate Acks

The second thing we will look at is the Fast Retransmit method based on Duplicate
Acknowledgments. Instead of waiting for a timer to run out, which can potentially
take quite some time, the sender will resend its packet if it receives three duplicate
acknowledgements. These acknowledgements are sent via the network, meaning they
will be in the pcap files, so we should be able to reconstruct this.

We constructed a test where we did a speed test with one of our own machines. On
our machine, we can locally capture the data, and we should see relatively accurate
information about the congestion control algorithm and the packet loss occurrence.
We will then use the pcap captured by the remote server and compare the packet loss
information we would get out of it with our locally sourced ones.

Visualization of data for BiF with vertical packet loss lines Visualization of data for BiF with vertical packet loss lines
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In figure 6.14, we see the locally sourced BiF as a blue line. Whether or not remotely
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sourced BiF are a good option for evaluating the congestion behaviour is something
we will discuss in the next part, but the locally sourced BiF data will help us put some
context to the packet loss data we collected. Whenever we saw three duplicate Acks in
the packet capture, we marked this with a vertical black line in the graph. We can see
that the BiF follow a shark tooth pattern, as it is common for Cubic, and that the packet
loss we detect from our local packet capture aligns very well with the sharp drops in
BiF we see. This, however, is not necessarily true for the remotely sourced packet loss
information in figure 6.15. Again, we have the same BiF graph underlying to give the
packet loss lines some context and make them more comparable to the local packet loss
information. We can see that the information on remotely sourced packet loss does not
match well. Some lines match, some are missing, and the last one is misaligned. We
can see that the end of the slow start phase is well visible in both graphs, but other than
that, we would conclude that trying to estimate the packet loss with remote packet
capture is very unreliable. The method itself seems to work well, as we can see with
the local data, but the remote data does not provide the accuracy that we would need.

SACKs

The last thing we might consider are SACKs. They are unique in the way that in the
event of packet loss, they leave out the lost packets from the acknowledgements but still
acknowledge the packets that came afterwards to prevent unnecessary retransmitting.
However, the way they indicate the sender packet loss is generally the same as the fast
retransmit method we just looked at, as they also use three duplicate acks for signalling
packet loss. It is, therefore, very unlikely that we would get any additional information
out of them other than what we got already from analyzing duplicate acks.

We can, therefore, conclude that estimating the occurrence of packet loss from a
receiver’s side is mainly possible by analyzing the duplicate acks in the packet captures.
However, as this approximation is quite unreliable, it would need to be augmented
with other data like BiF or SndCwnd to make it usable. If that is not possible, we do
not have a reliable way to estimate the actual occurrence of packet loss of the sender
from the receiver side.

6.4.2 Approximating SndCwnd

One of the most significant differences between loss-based and congestion-based CCAs
is their behaviour concerning the SndCwnd. Therefore, it makes sense that if we could
analyze the SndCwnd, we could gain valuable insights into how the connection behaved
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and what CCA might have been used. As the SndCwnd is an internal state that is
not being broadcasted or sent, we could only get information about the client-side
SndCwnd with client-side data. However, all of our data is server-side and only entails
information about the server’s internal state. This leaves us with no other option than
approximating the SndCwnd.

Fundamentally, the SndCwnd is the amount of data that can be sent without getting
acknowledged. So, it is the maximal possible value that the difference between the last
sent sequence number and the last acknowledged sequence number can have. Even
though this maximum is not always fully reached as other factors like applimitation,
rwndlimitation, or other things can hinder the sender from reaching the full SndCwnd,
the sender tries typically to use its resources as efficiently as possible and tries to use
as much of the SndCwnd as possible. This actual value of how many bytes are being
sent but not acknowledged, so the actual difference between the last sent sequence
number and the last acknowledged sequence number is called BiF. Moreover, if the
sender already tries to get the BiF as close as possible to the SndCwnd, it would make
sense to use it to approximate the SndCwnd.

Even if the Bytes in Flight do not approximate the SndCwnd well, it is not be a
significant problem, what would be important is that it follows the same trends. If
it has significant drops when the SndCwnd has significant drops and generally rises
when the SndCwnd rises, we can use the BiF for analyzing CC behaviour.

Our goal here is not to infer the CCA of the client but to find out if it is possible
and feasible. And for that, we want to estimate the client’s SndCwnd. For the client,
we only have the BiF we need for the estimation, but for the Server, we have the BiF
for the estimation and the SndCwnd to see how accurate our estimation is. As we do
not have data about the client’s SndCwnd to check the accuracy of our analysis, we
will instead test with the download tests and the servers BiF because we can check the
accuracy of our estimates for it with the actual SndCwnd data. We will compare the
BiF data we get from the pcap and the actual SndCwnd we get from the ndt7 BigQuery
data and look for similarities. If we can estimate the SndCwnd with the BiF well for
the download tests and the server data, we should be able to use it to estimate the
SndCwnd. The end of this section will discuss how we can conclude from this to the
upload tests. For now, we start with the download test data analysis.

Two of these analyses we can see in figure 6.16 and figure 6.17. We can see in blue
the BiF extracted from the pcap file and in orange the SndCwnd that we get from the
ndt7 data. As we know from previous parts, the ndt7 data has the tendency to be
shorter than the pcap, which is why we made sure to only look at tests where pcap and
ndt7 data are close in length. As the SndCwnd and the BiF are measured in different
units of measurement, SndCwnd in maximum segment size (MSS) and BiF in Bytes, we
multiplied the SndCwnd with the MSS to make sure everything is measured in Bytes
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and is comparable.
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Figure 6.16: Comparision of BiF and SndCwnd for download test data.

Both figures show that the BiF and the SndCwnd have similar behaviour. In 6.16,
they both follow a sideward trend and increase at the end; in figure 6.17, they both
increase at the beginning significantly and follow a downward trend from there on. We
can see in both figures that the graphs generally follow a similar pattern and that peaks
and valleys occur together. We even see that especially in figure 6.16 between 0.5 and
0.8, the BiF show a shark tooth-like pattern with rapid decreases and increases that are
not in the data for the SndCwnd as they have a width that is roughly the size of the
sampling distance of the SndCwnd data. This can generally be a good sign as we see
more or less the patterns we expected and even more detailed than what we can see in
the SndCwnd Data. These graphs are only two examples. However, other examples
paint a different picture.

Upon looking at 6.18, we see some problems. The graphs still follow the same trend;
in this case, they both follow an upward trend, but the BiF graph is very volatile. It has
very rapid de- and increases that would make it very difficult to use it for approximating
the SndCwnd and for inferring CC information as we would be looking for dips that
indicate decreases in the SndCwnd, but with such a volatile graph we can barely do
that. This significantly decreases the accuracy and expressiveness of our analysis if the
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1e6 Visualization of pcap and ndt data for BiF
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Figure 6.17: Comparision of BiF and SndCwnd for download test data.

data is not augmented by other data like the RTT data or information about packet loss
and could potentially invalidate the ability to use this way of estimating the SndCwnd
by the BiF at all.

Additionally, we have another major problem: the main assumption we used for this
test. We wanted to infer information about client-side congestion control. For that,
we tried to estimate the SndCwnd using the BiF. Because we have BiF and SndCwnd
for the server but only BiF for the client, we tested the assumption on the server to
get an easy-to-test testing pipeline and then tested with small sample size and local
tests whether we saw with the clients the same results as with the servers. This main
assumption that we should see the same results for client and server BiF does not hold
upon testing. The reason for that lies in the way we get the BiF. The server captures the
packets server-side, but the BiF are only accurate for the side that captures them. So we
see accurate BiF values for the server-side, but the client-side BiF do not have a good
quality. To verify this, we did an M-Lab speed test on our own machine and captured
the packets locally. We compared the BiF we got from the local capture and from the
remote, server-side capture in figure 6.19. We did the test with a client using Cubic,
something we can clearly see in the locally sourced BiF values. They follow a very clear
structure that is typical for Cubic. However, the BiF we extracted from the remotely
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1e6 Visualization of pcap and ndt data for BiF
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Figure 6.18: Comparision of BiF and SndCwnd for download test data.

done, server-side capture are very poor. They do not match either the local BiF or any
way the BiF of a Cubic-using client should be. This makes it very clear that using the
BiF from the server to estimate anything for the client is probably impossible.

In general, we would say that approximating the SndCwnd with the BiF is possible
and logical under certain conditions. It might pose some problems with the accuracy
of the approximation and might, therefore, not be suited for decision-making solely
based on this. However, as long as we use only the server-side BiF or source the client
information locally, we can use this method. Nevertheless, our goal was to estimate the
client-side SndCwnd with the server-side captured BiF data, which did not work due
to the lack of proper data quality. Estimating the SndCwnd with the BiF does not have
high accuracy to begin with, even with good data, but with bad data, as we see it in the
remotely captured BiF, it is impossible. This is not necessarily the fault of the M-Lab
infrastructure but a general problem with how the BiF are calculated and that it is very
difficult to calculate them from a remotely captured packet capture. This method could
be usable if M-Lab would, at some point, change the logging of the upload tests and do
it on the client instead, but as long as this does not happen, this method of estimating
client-side SndCwnd will not work.
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Visualization of local bif and remote bif data
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Figure 6.19: Comparision of BiF from local and remote capture.

6.4.3 Conclusion for Inferring Information about CC with Approximations

In conclusion, using approximations to infer congestion control information can be very
challenging. In the last section, we discussed options for approximating the SndCwnd
and estimating the occurrence of packet loss. We discussed and described different
ways to do this for the packet loss and implemented one of them. We saw similarities
between the packet loss we would estimate and the actual packet loss. The accuracy;,
however, was not high enough for proper and reliable identification. Estimating the
SndCwnd did not give us the results we wanted at all. We saw that the BiF followed
similar enough patterns that they could be used for estimation. However, the accuracy
of this approximation might be too bad for it to be used as the sole indication of the
behaviour of the SndCwnd. Upon looking at the specific data we got, the server-side
captured client BiF, we saw that the data does not have the quality we need to make
the approximation work. All in all, we can conclude that approximating congestion
control information gave us some insights into how we can approximate packet loss
and the SndCwnd from a packet capture, but it does not yet enable us to reliably
identify congestion control algorithms from them.
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In this thesis, we explored crowd-sourced Internet speed test data with a focus on
their transport layer characteristics. In the first half, we evaluated the quality of the
data saving and sampling process before we explored the connection behaviour and
different approaches for CC inference in the later half. In this part of the thesis, we
want to evaluate our work and discuss our analysis’s accuracy and relevance. After
that, we will discuss the limitations we faced and future work that might be possible or
necessary after this thesis.

The first research question was answered in chapter 4. We were able to identify
that we have sampled data when it comes to the TCP info data, which can be found
in the tcpinfo view as well as in the ndt7 view of the data but differently sampled.
We programmed scripts for fast and automatic data download and preprocessing
and found out in statistical tests that the upload tests have problems with duplicates,
while the download tests had rare cases where the tests were too short. We conducted
additional tests to test the length of the speed tests based on the pcaps and were able to
validate that a significant part of the data is in the ndt7 data shorter than in the pcaps.

In the second part, we looked at the behaviour of connection. Here, we were able to
identify how the connections were limited throughout the speed test. We found out
that most of the rwnd- and applimitation were either very small and of no concern or
relevant for the functionality of the test (e.g. server-side applimitation for upload test).
What did concern us was the applimitation of the download tests, which was around
40% of the tests present and, therefore, significantly more common than expected.

Last but not least, we explored possibilities for inference on the client’s CCA in chap-
ter 7. We tried out three options: inference via manual throughput graph classification,
inference through statistical RTT smoothness analysis and approximation of packet
loss and SndCwnd for inference on the CCA. In general, neither of those three gave
us the results we hoped. The inference through throughput graph analysis was not
scalable but also not accurate enough. The RTT smoothness did not work as expected,
as we could not see differences in the data. The approximations of the packet loss and
SndCwnd also turned out to be not accurate enough for inferece based on them. In
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general, the biggest problem with our results are their accuracy. It could potentially be
improved in future work if the approximations were to be augmented with other data
or approximations, but until then, we would say that all of our explored ways did not
deliver accurate enough results to be considered a success.

In total, we can conclude that while looking at transport layer characteristics of this
crowd-sourced data did not deliver us reliable information about the client’'s CCA,
it did enable us to find information about the duplicates and other problems in the
sampling process as well as information about the connection behaviour.

7.1 Limitations

In this section, we want to discuss the limitations of our analysis, the limitations we
faced during our analysis, and how they affected the results and where bias and
variance might have been introduced.

One of the most significant limitations of the analysis in this thesis is the limited
timeframe of the data we used. We have a timing bias there as we only took data
from 01 December 2023. The most significant limiting factor for a more comprehensive
analysis is the computational power to process raw pcap data at scale. While analyzing
the BigQuery data was not a big problem and was done in a very timely manner for
each analysis, analyzing the raw pcap file data posed a bottleneck that we want to
describe here. For the BigQuery data, we were able to use an entire day’s worth of
global data, download, process and analyze it within one day. One day of worldwide
pcap data has a size of roughly three terabytes. Even with a Gigabit connection,
the mere download of the data took nearly an entire day. This data must still be
preprocessed into a well-readable format for later analysis. We brought the necessary
time for the preprocessing of one pcap from roughly five to ten minutes down to 0.5
seconds through parallelization, efficient memory usage, good caching behaviour and
a preloaded lookup table for sorting. Nevertheless, even with a processing time of
0.5 seconds, preprocessing the seven million pcaps of one day’s worth of data takes
3.5 million seconds or roughly 40 days of processing time. With this, it became clear
that using more data than that would be unreasonable. Even this data was too much.
Instead, we focused on sampling data from all M-Lab locations within that day to make
sure we didn’t have a location bias and accepted the bias in time. A time bias can be
challenging to live with in our analysis as no one knows what impact it has. It could be
that 01 December 2023, the day we used for our data, was normal and representative,
but it could also be that the Internet had some problems that day. We do not know that,
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but using more data was also not an option, so until our analysis is redone with other
data, our analysis will contain this timing bias.

Another limitation of the analysis is the use of many statistical tests. While they are
generally a great tool, especially when considering the sheer amount of data we had,
each statistical test has its strengths and weaknesses and is usually biased in some
way or another. We made sure to use and consider usually one or more alternatives
for each test, e.g. testing with the KS test and the MWU test instead of just using one.
However, it might still be that by using these tests, we brought some bias into the
analysis. This is especially true considering the size of our datasets. For some cases, the
KS test switched from exact to asymptotic computation of the testing values. This alone
is nothing bad and should still give us roughly the same results, but it slightly lowers
the accuracy of our analysis and, therefore, might impose some bias. As this is based
on the size of the dataset, to mitigate this, we would need to use completely different,
stronger technologies like a well-trained neural network, which in turn would come
again with its own limitations in understandability and reproducibility.

7.2 Future work

The M-Lab dataset is not only one of the most extensive Internet measurement datasets
and is still constantly expanding but also freely available for the scientific community
[27]. This means that future work in analyzing this dataset is not only necessary and
vastly meaningful but also very valuable for broadening the knowledge about the
structure of the Internet. Our analysis of the sampling methods used in this dataset
revealed some rather unsightly problems like duplicates and different test lengths. As
these can threaten all analyses based on this data, future work in this aspect, questioning
our results and either confirming or disproving our results, is essential.

In this work, we showed that most of the applimitation and rwndlimitation that the
client-server connection faces should not be a problem for the speed test. However, at
least the download test’s applimitation might be a problem. Whether this is the case
or not and how significant this impact might be is also something where future work
makes sense.

Another part where future work might be needed is the inference for the client’'s CCA.
Inferring a senders CCA from receiver-side captured data is something we expected to
be rather difficult but worth trying. As stated above, the approaches we tried could
not infer the client’'s CCA. However, they pose high value for future work. Combining
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approaches we experimented on with each other or with other approaches might lead
us closer to proper inference on the client’s CCA. However, these are things we want to
leave for future work.

7.3 Reproducibility

We made sure that all of our results are reproducible. For this, we have prepared
a git repository with all of the scripts and some testing data available at this link:
https:/ /gitlab.lrz.de /cm/2024-leonardo-kubilay-oezuluca-bachelor-thesis-material

The data used for this thesis is not included in the repository. However, the SQL
queries and Python scripts with which we got the data are all included with information
on how to use them. If not differently stated, the data used for this thesis is from 01
December 2023. The BigQuery data used for the analyses is the entire global ndt7 and
tcpinfo data from that day. The pcaps, however, were significantly more difficult to
download, extract and process, so a sample was used. The sample has around 20000
pcaps and was sourced from all M-Lab locations to minimize location bias.

Reproducibility of Section 5.1 In section 5.1 we tested the behavior of the websock-
ets in the browser when conducting the M-Lab speed test. As this did not involve any
programming, there is nothing about it in the repository. We used a Firefox browser
with version 130.0.1 (64-bit). To reproduce the results, go to the M-Lab website [26]
or search via google "how fast is my Internet" and press F12. This will open the
browser tools. Navigate to the "Network" tab and choose the "WS" view to see all of
the Websockets that will get opened.

Reproducibility of Section 6.2 In section 6.2 we also didn’t use any scripts. We
analyzed Wireshark troughput graphs.To reproduce them, simply open in Wireshark a
packet capture.Via "statistics >TCP Stream Graphs > Throughput" one can generate the
Throughput Graphs we used in section 6.2
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Abbreviations

M-Lab Measurement Lab

NDT Network Diagnostic Tool

KS Kolmogorov-Smirnov

MWU Mann-Whiteney U

RTT Round-Trip-Time

SndCwnd Sender-Congestion-Window
rwndlimited receive-window-limited
applimited application-limited

BiF Bytes in Flight

GCS Google Cloud Storage

CC congestion control

CCA congestion control algorithm
PDF probability distribution function
CDF cumulative distribution function

RTO retransmission timeout
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Abbreviations

ECN explicit congestion notification
SACK selective acknowledgments
AAPC Average Annual Percent Change
MSAK Measurement Swiss Army Knive

MSS maximum segment size
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